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A system and method for evaluating documents for approval
or rejection and/or rating. The method comprises comparing
the document to one or more criteria determining whether
the document contains an element that is substantially
identical to one or more of a visual element, an audio
element or a textual element that is determined to be
displeasing.

300
Receive document —
v
Automatically process document to identify document | __— 310
visual and textual content
’ — 320
Compare document to similar documents
v
: 330
Access linked content
* 340
Identify status of links and/or report broken links
: 350
Rate and/or approve/reject linked content —
v
. . 360
Associate linked content with one or more concepts
. _
Compare document characteristics (e.g., flashing, | __— 370
sound, game playing) and rate and/or approve/reject
document
v
Pass document ratings and/or approval/rejection of P 380
document




Patent Application Publication Jun. 14,2007 Sheet 1 of 10 US 2007/0133034 A1
System
/ 100
End User
10a
Provider Provider
8a 8n
End User A A
10n
Server 2
Document
Document Rating > Source
Image Reader Module
End User Mozd; le 28 12a
10x
Image File Data Module Comparison Module
30 32 Document
> Source
End User Link Module Other Module(s) 12n

50

- Image Data Characteristics
(E)hatra;tenst?; Database Rating
atabase 54 Database

58

Link
Database
80

Other
Database
66

FIG. 1



Patent Application Publication Jun. 14,2007 Sheet 2 of 10

=

Image
Source
12a

Image
Source
12b

https

14/15

A 4
Provider Server
8a  |le— 2
A A
http
\
Y Yy
End End Provider Provider
User User 8b 8c
! l
10a 10b A [}

10¢c

End User

>—1ans

y

End User 10d

FIG. 2

US 2007/0133034 Al

2

\___/
50
Database

14/15



Patent Application Publication Jun. 14,2007 Sheet 3 of 10 US 2007/0133034 A1

300
Receive document —
v
Automatically process document to identify document | _— 310
visual and textual content
' 320
Compare document to similar documents —
: 330
Access linked content L
; 340
Identify status of links and/or report broken links
i
- 350
Rate and/or approve/reject linked content
’ 360
Associate linked content with one or more concepts

Compare document characteristics (e.g., flashing, | - 370
sound, game playing) and rate and/or approve/reject
document
v
Pass document ratings and/or approval/rejection of
document

| 380

FIG. 3a



Patent Application Publication Jun. 14,2007 Sheet 4 of 10 US 2007/0133034 A1

0
Receive document (Flash ad) |_— 30

v

Automatically process document (including checking 310
strings _xmouse and _ymouse, which are found inthe | _—
disassembled file; therefore, the document is rated as

annoying or rejected)

v

Pass document ratings and/or approval/rejection of
document

FIG. 3b



Patent Application Publication Jun. 14,2007 Sheet 5 of 10 US 2007/0133034 A1

3
Receive document (flashing GIF animated ad) |— 300

v

Automatically process document (including comparing
frame delays with comparison parameter and, finding 310

the frame delays to be less than the specified —
parameter, the document is rated as annoying or
rejected)
Pass document ratings and/or approval/rejection of P 320
document

FIG. 3¢



Patent Application Publication Jun. 14,2007 Sheet 6 of 10 US 2007/0133034 A1

Receive document (static image ad)

v

Automatically process document (including comparing 310
border area with comparison parameter and, findingthe | __—

value to be greater than the specified parameter, the
document is rated as annoying or rejected)

v

Pass document ratings and/or approval/rejection of
document

FIG. 3d



US 2007/0133034 Al

Patent Application Publication Jun. 14,2007 Sheet 7 of 10

ey Old

o]’

Z1q'sW|1{dNX00}S MMM 0} 09

anda

SHA

ANNOS §-12dNg pue WwGe Wwg| ‘g PIEPUE}S ~

w4
renbig

'Z1q°sW|I4dNX00IS Je dn %00}

T~

N/

Vi

al



Patent Application Publication Jun. 14,2007 Sheet 8 of 10 US 2007/0133034 A1

120

(=]
[«

o

S\
\

/121
/

110

11

\

L
\
\

500

~—
~<
\
-
™
—
N

I
i
.

FIG. 4b

| 61
-
101

\

>
N\

w7 T

51

~—
~—

\

\
\
\
\
T




Patent Application Publication Jun. 14,2007 Sheet 9 of 10 US 2007/0133034 A1

A
P

A

FIG. 4c



US 2007/0133034 Al

Patent Application Publication Jun. 14,2007 Sheet 10 of 10

G Old

alboog

k4
19 SIIIANNO0IG MMM

Aq spy - ¥oeqPad4 0108

ANMOS g-1edng pue WWGE wwY) ‘g PIBpUKS
‘ZIq swii3dNYO0IS 1B dn oS

a3Loaray | — &

:uonosley/rerosddy

L, Buney syebaibby ——— ||

¢ Buney yur —
9 :Buney uonoy ——_|
¢ :Buneyjusuod — |

—— 6
— .

/m

T~




US 2007/0133034 Al

DETECTING AND REJECTING ANNOYING
DOCUMENTS

FIELD OF THE INVENTION

[0001] The present inventions relate generally to detecting
undesirable characteristics of a document such as an adver-
tisement and rejecting such document for distribution.

BACKGROUND OF THE INVENTION

[0002] The Internet provides a useful venue for advertis-
ing. However, Internet advertisements may contain charac-
teristics that are often found annoying or otherwise displeas-
ing to persons who view the ads. For instance, ads may
contain offensive language or annoying actions such as
flashing or strobing or be of poor image quality. It is
desirable for entities who have some control over whether to
allow an ad to be displayed on the Internet to be able to
detect annoying or otherwise displeasing ads.

[0003] One method of detecting ads which are annoying or
otherwise displeasing is to manually review the ad before
distributing it to the audience. However, there are problems
associated with manual review. For example, one significant
drawback of manual review systems and methods is the time
and expense involved in reviewing the ads.

[0004] These and other drawbacks exist with current sys-
tems and methods.

SUMMARY OF THE INVENTION

[0005] Accordingly, various embodiments of the present
inventions may be directed a system and method for evalu-
ating documents for approval or rejection and/or rating. The
method comprises comparing the document to one or more
criteria determining whether the document contains an ele-
ment that is substantially identical to one or more of a visual
element, an audio element or a textual element that is
determined to be displeasing. An approval determination
may be made for the document based on the stored infor-
mation about the at least one parameter and the comparison.

[0006] In another exemplary embodiment, a method for
approving or rejecting a document is provided. A document
is processed for distribution. The document is compared to
at least one parameter and a determination is made as to
whether the document contains an element that is substan-
tially identical to one or more of a visual element, an audio
element or a textual element that is determined to be
displeasing. Based on the act of comparing, the document is
either approved or rejected for distribution.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 depicts a system for approving or rejecting
an electronic document according to an embodiment of the
invention.

[0008] FIG. 2 depicts a networked environment for opera-
tion of a system for approving or rejecting an electronic
document according to an embodiment of the invention.

[0009] FIG. 3a is a flow chart illustrating an exemplary
method for approving or rejecting an electronic document
based on the characteristics of the electronic document
according to an embodiment of the invention.
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[0010] FIG. 3b is a flow chart illustrating an exemplary
method for approving or rejecting a Flash ad based on the
characteristics of the ad according to an embodiment of the
invention.

[0011] FIG. 3¢ is a flow chart illustrating an exemplary
method for approving or rejecting an animated GIF docu-
ment based on the characteristics of the electronic document
according to an embodiment of the invention.

[0012] FIG. 3d is a flow chart illustrating an exemplary
method for approving or rejecting a static image ad based on
the characteristics of the ad according to an embodiment of
the invention.

[0013] FIG. 4a depicts an exemplary document according
to an embodiment of the invention.

[0014] FIG. 4b depicts an exemplary document with a
jiggling ad according to an embodiment of the invention.

[0015] FIG. dc depicts an exemplary document with a
layout problem according to an embodiment of the inven-
tion.

[0016] FIG. 5 depicts an exemplary document providing
rating information according to an embodiment of the inven-
tion.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENT(S)

[0017] The embodiments described herein solve many
problems with existing systems and methods. One problem
facing Internet content providers is evaluating a large num-
ber of documents (such as advertisements presented through
its services) to determine whether each is annoying or
otherwise displeasing for a wide variety of different users.
Embodiments described herein overcome these and other
problems by processing a document to determine whether
the document is annoying or otherwise displeasing by iden-
tifying annoying or displeasing parameters and comparing
the document to the parameters (e.g., offensive language or
flashing action). The processing may occur automatically,
i.e., by a machine-implemented process and/or without
human input or intervention.

[0018] The embodiments described herein enable Flash
and animated image documents (e.g., advertisements). Some
of these types of ads are annoying. An embodiment of the
present invention provides for uploading a document such as
an advertisement and comparing the document to specified
parameters. The document can be compared to the param-
eters by a document processor (e.g., automatically by an
image processor). The processor may process images, sound
files, and other data to identify text, images (as well as
spoken words and other data), and actions in the ad. For
instance, text may be identified in an image using optical
character recognition (OCR) technology. By comparing the
document to specified parameters, characteristics can be
identified in and associated with the document, and the
document can be accordingly rated and approved or rejected
based on these characteristics and the status of the ratings of
the comparison parameters.

[0019] While the term “advertisement” and “ad” may be
used as an illustrative example, it should be appreciated that
the same system and method may be applied to other forms
of documents or electronic documents. As used herein, the
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term “document” and “electronic document” may encom-
pass one or more advertisements, content pages (e.g., web
pages), search results, emails, applications, IM messages,
audio content or files, video content or files, other files, other
data or applications that may reside on one or several (e.g.,
a network) of computer systems, or other definable concepts
or content.

[0020] Overview and System Architecture

[0021] FIG. 1 depicts a system 100 for approving or
rejecting an electronic document based on characteristics of
the electronic document according to an embodiment of the
invention. The system may comprise: a server 2, one or more
providers 8, one or more document sources 12, one or more
end users 10, and one or more databases 50 operatively
connected to server 2.

[0022] System 100 may enable server 2 to process char-
acteristics ratings of electronic documents. Document
sources 12, providers 8, and end users 10 may communicate
with one or more servers 2 via electronic communication,
including Internet communications. Document sources 12,
providers 8, and end users 10 may include or have access to
one or more servers 2 for providing functionality associated
with electronic documents.

[0023] Information that may be communicated between
and among server 2, providers 8, document sources 12, and
end users 10 may include one or more of the following:
document information, document performance information,
document characteristics rating information, sensitivity rat-
ing information, suitability standard information, trust score
information, provider information, link information, and
other information. The document information may include
one or more of the following: the document itself, any
language(s) used in the document, length information, infor-
mation regarding the type(s) of files in the document (e.g.,
html, doc, zip, etc.), type of document (advertisement,
educational document), summary information, audio content
(e.g., song lyrics), visual content (e.g., pictures of faces),
pornographic content, other offensiveness content (e.g., use
of potentially offensive words), programming code, image
quality, actions associated with the document, age-related
content, the identity of the document owner and/or the
document creator, information about the document’s
intended audience (such as geographic area, age range,
gender, race, national origin, religion, other demographic
information), and any other information related to a docu-
ment or to the server 2, providers 8, or document sources 12.

[0024] Document sources 12 may provide documents to
server 2, or server 2 may “pull” or retrieve documents from
document sources 12. For instance, the document source 12
may provide an advertisement to server 2 so that the server
2 may then provide the advertisement to one or more content
providers 8, and the providers 8 may provide the ad to one
or more end users 10 (or server 2 may provide the ad directly
to the end user 10). Document sources 12 may include any
content creator or content provider 8, such as an advertise-
ment listings provider or server 2.

[0025] Providers 8 may provide documents to one or more
end-users, 10a through 107z. Providers 8 may include a
content provider, search engine or other entity that makes
available information, services, and/or products over an
electronic network, such as the Internet. A provider 8 may
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include one or more of the following, for example: an
advertisement listings provider, an electronic document pro-
vider, a website host, a server 2, any other entity that
provides electronic documents to users or other entities, or
any other provider of content.

[0026] The providers 8 may be partners of an entity
associated with operating server 2. An end user 10 may be
one or more persons, computers, computer networks, or
other entity on a network. An end user 10 may request and
receive content from a provider 8 and/or server 2. Additional
participants may be included based on various applications.

[0027] The server 2 may comprise any server 2, hub,
central processor, provider, search engine, or other entity in
anetwork. A database 50 coupled to the server 2 may include
one or more databases 50-66. Also, databases 50-66 may
comprise portions of a single database 50. It should be
appreciated that the databases 50-66 may or may not be
physically distinct. The server 2 and its modules 20-42 may
store and access information stored in the database(s) 50-66.

[0028] A characteristics database 52 may store documents
and/or data related to the documents, such as portions,
images, actions, text, and hardware, patterns, rules, and
programming usable by the document.

[0029] The documents may be received from document
sources 12 and/or providers 8. The server 2 may also
generate documents. The documents may be rated and/or
unrated. For example, the documents may or may not have
rating information of a specific type associated with them.
For instance, the documents may have rating information
from modules 28, 30, but not from an end user 10 or provider
12.

[0030] The characteristics database 52 may identify docu-
ments of a certain type. For instance, documents may be
identified according to one or more of the following fea-
tures: subject matter, characteristics rating, aggregate char-
acteristics rating, sensitivity score, characteristics type, lan-
guage, geographic origin (e.g., country or city of origin),
geographic area of target audience, document source 12,
owner of content, creator of content, target demographic,
actions (such as image flashing), image movement, hard-
ware usable by the document (such as a mouse, game
controllers, camera, or microphone), whether user interac-
tion is provided by the document (which may indicate a
game), whether the document’s programming involves ran-
dom number generation, or other criteria. For instance, the
documents may be identified according to their offensive-
ness/appropriateness characteristics, associated keywords,
associated site (e.g., a site explicitly or implicitly linked
from the document, such as through an embedded hypertext
link), status of associated site (e.g., whether a link in a
document is broken and/or points to an invalid URL), flesh
content (e.g., state of undress of human images), porno-
graphic or other prurient content, adult content, drug- or
alcohol-related content, children’s content. The documents
may also contain annoying actions such as flashing, strob-
ing, repetitive movement, infinitely looping animation, use
of streaming video and/or audio, open network connections,
involve game playing, or other actions which the provider
may wish to use for criteria for approving or rejecting a
document. The documents may also be identified by poor
image quality or other criteria.

[0031] An image data database 54 may store image data.
The image data may be received from a document source 12,
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the image reader module 28, and the image file data module
30. For instance, the image reader module 28 may read
image data and store it in the image data database 54.

[0032] The image data database 54 may also store a wide
variety of images and data used by Optical Character
Recognition (“OCR”) (e.g., OCR processors and/or soft-
ware) and other image processors to process and identify
text and images. For instance, the image data database 54
may store programs and files that define and describe
various images and image types. The programs may also
identify patterns in the document that can be used to
compare the document to other documents (e.g., by com-
paring the patterns in one document to the patterns in
another). The image data database 54 may store generic (and
specific) images for comparison. For instance, the image
data database 54 may store a generic image of an apple. The
comparison module 32 may process an image of a fruit and
compare it to the stored image of the apple to determine
whether the two images are sufficiently similar and accord-
ingly determine whether the image can be classified as an
image of an apple.

[0033] A characteristics rating database 58 may store
characteristics ratings (i.e., “rating information”) and other
information generated by the image data module 28, as well
as any other information that may be relevant to rating a
document. For instance, the characteristics rating database
58 may store information relating to whether the document
involves flashing or strobing images, repetitive movement,
infinitely looping animation, use of streaming video and/or
audio, open network connections, involve game playing, or
other annoying or otherwise displeasing actions. Each stored
characteristics rating may be associated with a particular
document (e.g., an electronic document).

[0034] Each characteristics rating may comprise one or
more subject ratings.

[0035] Each characteristics rating may also comprise one
or more action ratings. For instance, a characteristics rating
may include a rating for flashing, strobing, linking to other
documents (e.g., links to a URL), program code looping,
connecting to streaming audio or video, or connecting to
hardware devices such as a mouse or game controller.

[0036] Each characteristics rating may also comprise one
or more image quality ratings. For instance, a characteristics
rating may include a rating for quality related to image
sizing, bordering, definition, shading, or perspective.

[0037] These separate ratings may or may not be com-
bined into a single score (e.g., a single aggregate rating for
a document). A document’s characteristics rating and/or
aggregate rating may change as new rating information for
the document is received.

[0038] The characteristics rating database 58 may also
store a general approval status of a document. The approval
status may be “approved,”“disapproved,”‘suspended pend-
ing further review,” or “rejected,” for instance. A document
may have an approval status for a variety of criteria.

[0039] Alink database 60 may store linked documents and
the links themselves. For instance, the server may receive an
image ad from a document source 12a. The image ad may
have an embedded hypertext link (e.g., http://www.website-
.com/about/index) as well as a different link displayed in the
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image (e.g., www.website.com). The link database 60 may
store the two links; link database 60 may also store the
linked documents, e.g., an image or html file of the websites
located at the linked addresses. The link database 60 may
also store other link-related information.

[0040] Other database(s) 66 may store other information
related to the documents, links, linked documents, and other
information.

[0041] The server 2 may comprise one or more modules to
process documents and content, document ratings and other
entity ratings, trust scores (e.g., of document sources), and
other data. The modules of server 2 may store, access and
otherwise interact with various sources of data, including
external data, databases and other inputs.

[0042] The document rating module 26 may also process
rating information related to the actions performed by the
document, such as flashing, strobing, linking to other docu-
ments (e.g., links to a URL), program code looping, down-
loading of streaming audio or video documents, or connect-
ing to hardware devices such as a mouse or game controller.
The document rating module 26 accomplishes such process-
ing by checking the document program code for objects,
commands, and other code that generate such action.

[0043] For instance, a document program code that
involves mouse motion tracking would involve user inter-
action and likely involve game playing and as such may be
considered by the Provider 8 to be an annoying or otherwise
displeasing characteristic of an ad. Similarly, program code
that involves random number generation likely would
involve game playing and could be assigned an appropriate
action rating. Program code that results in audio or video
action without being initiated by the user may be considered
by the Provider 8 to be an annoying or otherwise displeasing
characteristic of an ad and could be assigned an appropriate
action rating.

[0044] The document rating module 26 may also check for
actions such as flashing, flickering, or jiggling. Flash mul-
timedia authoring program (“Flash™) may have been used to
create document and is based on vector graphics and hence
represents a frame as a collection of objects instead of a
bitmap. A SWF file is made up of a header followed by a
sequence of tags. There are two basic types of tags: Defi-
nition tags and Control tags. Definition tags define the
objects which are then manipulated by the control tags to
form the animation. The Flash player processes the tags until
it encounters a ShowFrame tag. At that point, all the objects
placed on the display list are shown on the screen. The
player then continues to process the new control tags until it
encounters the next ShowFrame tag. This way an animation
is rendered on the screen. Flash also has support for a
scripting language called ActionScript which has support for
expression evaluation, branching, looping and Javascript-
style object model along with inheritance. ActionScript also
has built-in support for streaming audio and video along
with some network connection capability.

[0045] Some of the tags in a SWF file have a ActionScript
block which is executed either on some event or when the
element is displayed. A block of code generally begins with
a constant pool which contains the set of strings used in the
ActionScript code. These strings can be string constants,
variable names or class names. An instruction takes some
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arguments from the stack and pushes the result back on the
stack. For example, a Date object creation in ActionScript
looks like:

myDate = new Date( );

After compilation, it would appear as the following set of
instructions:

action: Constantpool String: “myDate”, String: “Date”
action: Push Lookup:0 Lookup:1 action:

NewObject action: SetVariable

[0046] The Push operation pushes the two strings in the
order specified onto the stack. The NewObject command
pops one argument from the stack and uses it to instantiate
an object of that type. The resulting object is then pushed
back on the stack. SetVariable pops two values from the
stack and uses them as the RHS and LHS of an assignment
statement i.e it assigns the first value on the stack to the
second value (a variable) on the stack.

[0047] In order to track the click-through-rate for an ad,
the system evaluates the target URL for a click at the time
when the ad is displayed. For Flash, this may be accom-
plished by passing the target URL by setting a variable,
generally named as “clickTAG.” An ad may ensure that on
a click, it reads the URL from the clickTAG variable and
directs the user to that URL. The system may elect to only
accept Flash ads that support clickTAG.

[0048] GIF may have been used to create documents being
assessed for annoyance detection and/or rating and/or
approval or rejection. The GIF format supports transparency
through matte channel. Matte value of a pixel specifies if it
is transparent or not. Every frame in a GIF animation has a
page offset which specifies the position at which the frame
is displayed with respect to the animation. The transparency
option along with page offset and disposal method is often
used to create optimized animations. The disposal method
specifies the action to be performed on the previous frame
before the next frame is displayed. It supports four options:

[0049]
[0050] 2. Do Not Dispose: Keep the old frame

[0051] 3. Restore to Background: Restore the frame to
background. Here background is the special back-
ground layer that is specified to GIF.

1. Unspecified: Replace the old frame

[0052] 4. Restore to Previous: Restore the frame to the
state before the old frame

[0053] Every frame in a GIF animation includes a delay
parameter which specifies the display duration for that frame
in Yoo second units. A NETSCAPE extension also allows
specification of number of iterations that an animation
should make.

[0054] Flashing and jiggling ads generally have small
delay parameters so the document rating module 26 may
check for delay parameters that have been quantified by the
Provider 8 to be considered small. Flashing or flickering ads
generally consist of frames which change contrast and color
scheme at a rapid rate. Therefore, the document rating
module 26 may check for the same content in different
frames and significant (as quantified by the Provider 8 by a
designated comparison rate) intensity of color changes
between different frames. Jiggling ads generally are images
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with every frame containing the same object but at slightly
different positions. Therefore, the document rating module
26 may do a pixel-by-pixel match to determine if the frames
are simply translations of a single image. To detect jiggling
ads, the document rating module 26 may also match images
by aligning the borders of the object contained in the image
or by computing motion vectors and checking whether a
group of the vectors are directed to the same direction. The
document rating module 26 may also compute the Fast
Fourier Transform for all the frames of an image and take the
sum of the absolute difference of the coefficients. The closer
that this difference is to zero, the more likely the image is
jiggling. If this difference computes to within a quantified
parameter specified by the Provider 8, the ad may be
considered to be jiggling and assigned an appropriate rating.

[0055] The document rating module 26 may also check for
image quality and layout problems by comparing quality
characteristics of the document with previously established
quality parameters. For layout problems, the document
rating module 26 may extract the border from the image and
check whether the border has a sharp edge boundary or
occupies a large part of the image, which would be consid-
ered undesirable and result in an appropriate rating or ratings
being assigned to the document. For image quality, the
document may be evaluated based upon image quality
metrics (IQMs) chosen by the Provider 8 and the document
would be assigned an appropriate rating or ratings.

[0056] The image reader module 28 may comprise one or
more computers or data processors equipped with one or
more optical sensors. An image file data module 30 may
process image data, such as data received from the image
reader module 28. The image reader module 28 and image
file data module 30 may be used in the processing, including
rating, of optical data, such as images, text, and links, from
the image of the document. This process is explained in
further detail in U.S. patent application Ser. No. 10/841,833
entitled “Method and System for Approving Documents
Based on Image Similarity” filed May 10, 2004 under
attorney docket number 64557.000027. That application is
incorporated herein by reference in its entirety.

[0057] The image file data module 30 may identify one or
more images in a document based on the optical and/or
computer file data processed by the image reader module 28.
In other words, the module 30 may recognize text, charac-
ters, and/or images. Based on this information, the image
reader module 28 may rate the document (e.g., image) along
these and other criteria.

[0058] An advantage of using the modules 26, 28, 30 to
determine rating information is that rating information can
be automatically determined (i.e., without human interven-
tion). Because the server 2 may receive and distribute
thousands, millions, and/or billions of different documents,
the transaction and administrative costs of manually review-
ing each document may be prohibitive and/or expensive.
The modules 26, 28, 30 may provide a sufficient preliminary
review of an image or other document to determine whether
a document is approved (e.g., acceptable and appropriate)
for general distribution or for distribution to one or more
specific providers 8 or end users 10.

[0059] 1t should be understood that a single document may
have one or more electronic embodiments and one or more
physical embodiments. For instance, a single document may
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take the forms of a .pdf file, a .gif file, a .tiff file, a file of
another format, a printed piece of paper, a photograph,
another physical object, or a visual display on a screen or
monitor. Thus, a single document may be passed from the
server 2 to the rating entities (such as the image reader
module 28 and image file data module 30) in an electronic
format (e.g., .pdf format) or a physical embodiment (e.g., a
printed document on a piece of paper).

[0060] 1t should be further understood that the image
reader module 28 and image file data module 30 may also be
configured to process and identify concepts based on
sounds, animations, video, pop-up ability, and other audio-
visual information. Accordingly, the modules 28, 30 may
further comprise speakers, microphones, and audio/video
processors. For instance, the modules 28, 30 may comprise
voice recognition technology to process sound files to deter-
mine words spoken or sung in a sound file. The modules 28,
30 may further be configured to recognize types of sounds,
like the sound of the ocean, the sound of jazz music, and the
sound of an orchestra. Based on audio (and other audio-
visual) information, additional concepts may be associated
with a document.

[0061] A comparison module 32 may compare the image
(or portions thereof) or file content to other images (or
portions thereof) or files, e.g., images or portions stored in
the characteristics database 52 and image data database 54.
Specifically, the comparison module 32 may compare an
image from one document source 12a to one or more
documents from the same document source 12a already
stored in the content database 52 or image data database 54.
For instance, the comparison module 32 may determine
whether a document is identical to (or substantially identical
to) another document. The document comparison module 32
may also determine a degree of similarity between two or
more documents (e.g., that a document is 80% similar to
another document).

[0062] The comparison module 32 may also identify that
a first document has similar offensive, inappropriate content
or annoying elements as a second document, file or image.
For instance, if the module 32 identifies that an image ad
contains an image that is substantially identical to an inap-
propriate image of Janet Jackson in a web page that was
determined to be pornographic, the module 32 may flag the
image ad for review or otherwise indicate that the image ad
may have inappropriate content. For instance, the module 32
may send negative rating information to the document rating
module 26, and the document rating module 26 may flag the
ad or otherwise change the ad’s rating.

[0063] The link module 34 may inspect one or more links
in a document (e.g., automatically in response to identifying
the link). For instance, if an image ad document comprises
one or more links (e.g., if the image ad displays a URL link
on the ad, embeds a hypertext link, or otherwise enables a
viewer to select an associated document, e.g., by clicking on
a link), the modules 28, 30 may access the link and the
linked document. If the modules 28, 30 are unable to access
the link or linked document (e.g., if the processor’s web
browser fails to load the linked document or there is another
error), the processor may report a “broken” link (e.g.,
automatically in response to identifying a “broken” link).
For instance, the modules 28, 30 may report this information
as rating information to the document rating module 26.
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[0064] The link information may comprise the link quality
rating (e.g., whether the link works or has any problem) as
well as the content (e.g., content ratings) of the link and any
linked documents (e.g., linked websites). The information
may be obtained in any manner of rating documents as
described herein. Any link-associated information may be
stored in the link database 60 or the characteristics database
52.

[0065] Finally, link-related information may be passed to
the document rating module 26, e.g., so that the character-
istics of any linked documents (or the link itself) may be
factored into a document’s rating. For instance, an ad may
receive a rating of inappropriateness if it links to a site
relating to sex, drugs or alcohol or if it links to a document
that flashes, contains streaming audio or video, contains
infinitely looping animation, involves game playing, etc.

[0066] The link module 34 may periodically inspect links
in documents, e.g., even after a document has already been
rated. For instance, it may check links every month, or every
tenth time a user clicks on the link, to ensure that the
document has a working link that directs users to an appro-
priate site.

[0067] Other module(s) 42 may accomplish other func-
tions related to rating electronic documents. Several addi-
tional server 2 and system 100 functions are described in
U.S. patent application Ser. No. 10/742,791 entitled
“Method And System For Providing Targeted Graphical
Advertisements” filed Dec. 23, 2003, the U.S. patent appli-
cation entitled “System and Method for Rating Electronic
Documents” filed Mar. 30, 2004 under attorney docket
number 64557.000020, and in the U.S. patent application
entitled “System And Method For Rating Documents Com-
prising An Image,” filed May 10, 2004 under attorney
docket number 64557.000024. These applications are incor-
porated herein by reference in their entirety.

[0068] These applications describe other modules 42 that
enable processing rating information for documents. For
instance, documents may be received and/or generated and
passed to evaluators, such as end users, providers, and other
entities. The documents may have a feedback link or another
mechanism for rating a document, e.g., so that end users can
rate a document after receiving the document. The server 2
may receive the ratings and determine content ratings (e.g.,
sexual content, violent content, and other appropriateness or
suitability factors) for each rated document. The ratings may
be aggregated and stored in the characteristics rating data-
base 58. Aggregate ratings may indicate ratings in a variety
of content areas, such as adult content and violent content.
Sensitivity information may be determined for various pro-
viders and end users who have specific preferences for the
type of content they receive (e.g., a prohibition on pornog-
raphy). The document rating module 26 may determine
whether the document should be approved or rejected based
upon the rating or ratings of the document.

[0069] Tllustrative System Network Environment

[0070] FIG. 2 depicts a networked environment for opera-
tion of a system for rating, approving or rejecting an
electronic document according to an embodiment of the
invention. In such an environment, evaluators and providers
8 may connect over a network 14, 15 to a server 2 (e.g.,
using a secure https connection) to provide documents and
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rating information to server 2 and to receive documents and
rating request information from server 2. The server 2 may
store the document, rating, and other information in a
database 50. The server 2 may distribute the documents
through various forums or feeds, including direct distribu-
tion in print media, providing the documents on one or more
web sites affiliated with the server 2 and through providers
8. It should be noted that providers may comprise syndica-
tion partners of the server 2 (e.g., connected over network 14
or 15 depending on security desired), content systems (e.g.,
with associated content databases) and search engine sys-
tems operated by the server 2 or provider(s) 8.

[0071] Through these various forums, the documents pro-
vided to the providers 8 may be included in pages (or other
documents) displayed to end-users 10 (often called an
impression).

[0072] Each of server 2, providers 8, and document
sources 12 may comprise computerized systems that include
one or more of the following systems: a web server 2, a
database server 2, proxy server 2, network balancing mecha-
nisms and systems, and various software components that
enable the system to operate on the internet or other network
type system. Additionally, networks 14 and 15, although
depicted as http networks, may comprise other networks
such as private lines, intranets, or any other network. In an
exemplary embodiment, the connection between a document
source 12 such as an advertisement provider and server 2
(and other connections such as between a provider 8 and
server 2) may comprise secure network connections to
insure that data is not subject to attack or corruption by any
hacker or other third party. In addition, whereas two docu-
ment providers 12 are depicted, it should be appreciated that
one or more document providers 12 may be provided in the
network. Similarly, although one database 50 is depicted, it
should be appreciated that multiple databases may be pro-
vided and that such databases may be connected to the server
2 via any type of network connection, including a distributed
database server 2 architecture.

[0073] Similarly, provider 8¢ may comprise any number
of such systems connected to the server 2 via any type of
network, including an http or https network. Content pro-
vider 8 may comprise a system such as server 2 that provides
functionality for enabling connection over the Internet or
other network protocols. End users 10 may comprise any
user (such as users connected to the internet) and may
comprise computerized systems that enable that connection
through any of various types of networks, including through
Internet service providers, cable companies, and any other
method of accessing data on the Internet. Providers 8 may
comprise any system that distributes content such as adver-
tising to end-users 10.

[0074] TIllustrative Process

[0075] FIG. 3a is a flow chart illustrating an exemplary
method for rating or approving or rejecting an electronic
document according to an embodiment of the invention.

[0076] In block 300, a document may be received. For
instance, a document source 12a such as an advertisement
listings provider may pass an image advertisement to the
server for distribution to providers 8 and end users 10. By
way of example, the document may be an image ad showing
a female model.
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[0077] Inblock 310, the document may be processed (e.g.,
automatically) to identify document visual and textual sub-
ject matter (other characteristics such as flashing, involving
game playing, and having poor image quality being identi-
fied later in block 370). For instance, the image reader
module 28 and image file data module 30 may process the
document as described herein to identify text and/or images
in the document. An image of a female may be identified, as
well as text indicating an endorsement of a product and a
link to a website (e.g., www.bathingsuits.com), which may
be displayed in the ad and/or embedded in the hypertext of
the ad.

[0078] In block 320, the document may be compared to
similar documents. For instance, based on the image pro-
cessing in block 310, the comparison module 32 may
compare the processed image information to image infor-
mation of other documents and identify similar documents.
Concepts such as keywords associated with the similar
documents may be identified. For instance, by this compari-
son the document being evaluated may be associated with
nudity, sexuality, violence, profanity, and other subject mat-
ter that the Provider 8 may wish to use as a basis for rating
or rejecting the document.

[0079] In block 330, linked content may be accessed, e.g.,
by the link module 34. This block 350 is relevant only for
documents that comprise at least one link. For instance, the
link module 34 may access the www.bathingsuits.com web-
site linked in the ad via a browser.

[0080] In block 340, the status of any links may be
identified and/or reported. For instance, the link module 34
may identify that the link was functional and that the linked
website properly loaded in a browser. If the link did not
properly direct the browser to the proper website, or if the
website failed to load, the link may be reported broken.

[0081] In block 350, linked content may be rated, rejected
and/or approved. As in block 310, the content of the link and
any linked documents may be rated and/or approved, e.g., by
modules 28, 30. The rating/approval information may be
associated with the underlying document.

[0082] If a link associated with a document is broken, the
document may be flagged for review or otherwise disap-
proved. Similarly, if a link is determined to be associated
with inappropriate content (e.g., there is inappropriate con-
tent at a linked website), the document may be flagged for
review.

[0083] In block 360, the linked content may be associated
with one or more concepts. The linked content may be
associated with concepts such as keywords. The ratings and
associations of the underlying document may reflect the
ratings and associations of the linked content, as described
above.

[0084] In block 370, the document may compared to
parameters other than visual and textual content (visual and
textual subject matter having been assessed in earlier
blocks), for instance whether the document is flashing,
involves game playing, is of poor image quality) be rated
and/or approved. For instance, the image modules 26, 28, 30
may identify that there is a large amount of flesh content in
the image of the female, that the document involves random
number generation or mouse movement or other action
indicating the document involves game playing, that the
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document flashes or jiggles, or that that document has poor
image quality, and accordingly rate the document as unde-
sirable. The ratings may be based on a variety of criteria,
such as image content, text, motion, sound, links and linked
documents, and other criteria. In some embodiments, the
rating/approval information may be determined automati-
cally, e.g., by modules 26, 28, 30. Various techniques may be
used to compare ads with specified parameters for rating
and/or approval or rejection by the Provider 8. A person
skilled in the relevant art will recognize that other languages
and techniques can be used for the specification of param-
eters, comparison of a document to those parameters, and
other claim elements set forth herein without parting from
the spirit and scope of the invention. For illustrative pur-
poses, exemplary methods of evaluating Flash ads, animated
GIF, and static images for ratings are described in the
following paragraphs.

[0085] Flash ads: The swftools library may be used as it is
a robust and complete solution. The information contained
in the SWF files may be used to perform the following tasks:

[0086] 1. Text extraction: Most of the text used in Flash
animations is stored under the DefineText tag or its variants.
It is possible to extract this text in most cases by examining
these tags. This text will be associated with the image and it
can be checked against the policies for text in the images like
language, trademarks etc.

[0087] SWEF file supports two kinds of text—Glyph text
and Device text. Every Glyph text character is described in
terms of the control points of a Quadratic B-Spline which
determines the shape of the character. Font for Device text
is specified using a standard font name but it also provides
Glyph text as a fallback option. Glyph fonts are defined
using DefineFont and DefineFont2 tags and Device fonts are
defined using DefineFont and DefineFontlnfo tags. The
DefineFont tag contains a list of the characters used in the
animation as Glyphs. No character codes are associated with
the Glyphs. Moreover, the characters listed in DefineFont
are only a subset of the complete alphabet as it only includes
the characters used in the animation and without any addi-
tional information, it is not possible to map each shape with
its character representation (unless one uses an OCR like
technique on the shapes). For the Glyph text, this additional
information is completely missing but for Device text, the
DefineFontInfo tag contains a mapping from a character
shape to its character representation (ASCII or Unicode).

[0088] The actual text that is to be displayed is stored in
either the DefineText or DefineEditText tag. These tags
contain pointers to the character records in the DefineFont
tag corresponding to the font it uses. As a result, decoding
the text requires decoding both the DefineFont tags and the
DefineText tags.

[0089] The swftools library allows traversing over the tags
in a SWF file. A Provider 8 may first iterate over the tags to
associate each font symbol with the corresponding character
symbol using the DefineFont and DefineFontInfo tags. Once
the fonts are discovered, DefineText and DefineEditText are
decoded using the corresponding font information.

[0090] 2. Checking for disallowed actions: Flash ads
which perform certain actions such as streaming audio,
streaming video and opening network connections may be
specified by the Provider 8 to be annoying. To check for
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these actions, ActionScript objects may be created and the
SWF file can be checked for the presence of these objects.

[0091] Flash’s security policy ensures that a user 10 is
warned if a user 10 is trying to load variables from outside
the current domain but silently allows a flash movie to
stream data or make web services calls. Even if Flash issues
a warning to the user 10 about the movie accessing remote
data, it can be annoying to the user 10 due to the warning
dialog box opened by the movie. Hence a Provider 8 may
wish to check for such methods.

[0092] The checks for the disallowed methods is divided
into two parts: (1) Check for disallowed objects and (2)
Check for disallowed methods. The disallowed objects are
the ones which are only used for the purpose of accessing the
network or some other resource that is restricted. Examples
include classes like Camera, Microphone, NetConnection,
SharedObject and XML Socket. To check for the disallowed
objects, a Provider 8 may look for the following Action-
Script:

action: Push < class name > action: NewObject

[0093] A Provider 8 could also check for certain network-
related calls on other objects. Examples include Sound.load-
Sound( ) and MovieloadMovie( ). For these checks a
Provider 8 would look for the following ActionScript code:

action: Push < method name > action: CallMethod

[0094] A Provider 8 could also use control flow and data
flow analysis as another technique.

[0095] Another possibility for detecting such actions
would be to monitor the system calls made by the Flash
player while executing the document being in examining. A
Provider 8 may check for socket open requests, sound device
open requests, etc.

[0096] 3. Checking for games: Most games involve some
kind of mouse motion tracking and random number genera-
tion. Mouse coordinates in Flash may be determined through
the value of the _xmouse and _ymouse properties of a movie
clip. Action script code which tries to do this may be
checked. Also, other types of user 10 interaction may be
checked. Random numbers in ActionScript are generally
generated either through the “ActionRandomNumber”
instruction or by using the in-built Math.random( ) library
function and the code may be checked for their presence.

[0097] Checking for games: Games typically involve
mouse tracking and random number generation. In Flash, the
position of mouse can be obtained by using the properties
_xmouse and _ymouse of a movie clip (often the _root clip).
In Flash, a movie clip refers to an animation sequence and
such animation sequences can be embedded within the main
animation as well. A generic way of tracking the mouse then
is to register for a mouse motion event and on such an event,
obtain the position of the mouse using the _xmouse and
_ymouse properties and take appropriate action. Mouse
motion event is supported by movie clip, button and Mouse
objects (possibly some more objects as well). There are
multiple ways of registering a listener for an event as well.

[0098] Many of the Flash games have an object (such as
a cross-hair) which moves along with the mouse cursor. For
such games, a Provider 8 can check for the strings _xmouse
and _ymouse in the disassembled file. Ads are generally
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expected to use the mouse position and it would be uncom-
mon to use “_xmouse” and “_ymouse” as variables or as
string constants. Hence, this technique should work reason-
ably well to detect games. There could be other games where
the mouse coordinates are not required but use other mouse
actions such as mouse hovering over certain areas.

[0099] Random numbers in ActionScript are obtained
through the “ActionRandomNumber” instruction or through
Math.random( ) call. For the ActionRandomNumber instruc-
tion, a Provider 8 may simply check for the presence of the
corresponding actionscript tag. For Math.random( ) func-
tion, a Provider 8 may check for the following set of
instructions:

action: Push “Math” action: GetVariable action: Push “ran-
dom” action: CallMethod

[0100] 4. Checking for sound and video: Sound and video
are incorporated in a SWF file using the DefineSound and
DefineVideoStream tags respectively. The Provider 8 may
wish to allow the use of sound in the ads but not allow sound
played only as a result of a user 10 action or the Provider 8
may simply check for the presence of sound in the SWF file
regardless whether it is being initiated by a user 10 event.
This could cause the ad to receive a certain rating, be
rejected, or indicate to a human approver, if any, to make
more thorough checks of such ads.

[0101] 5. Checking and fixing clickTAG: If clickTAG is
used by the Provider 8, the Provider 8 may want to ensure
that the Flash ads have proper support for clickTAG and the
user 10 is not redirected to any other URL. This may be
accomplished by checking whether there is a “clickTAG”
string in the SWF file and that there is no URL present in the
file. Provider 8 may also be able to fix the creative by simply
replacing “clickTag” with “clickTAG”.

[0102] To support clickTAG, a Flash ad should have a
button with the click action configured to invoke GetURL on
the argument supplied through the clickTAG. One simple
check would test the presence of the string “clickTAG” and
absence of any URL in the code. Another technique would
be to check if “clickTAG” is being used as an argument to
GetURL2 instruction. A Provider 8 may check for either of
the following set of instructions: // 1. getUrl (_root.click-
TAG, <target>) 2. getUrl (“clickTAG”, <target>) Push
<movie clip> Push “clickTAG” GetVariable GetVariable
Push “clickTAG” Push <target> GetMember GetUrl2 0 Push
<target> GetUrl2 0

[0103] The target argument of GetUrl instruction specifies
the target window in which the click should be opened. In
addition, a Provider 8 may also check for the presence of
URLs in the file.

[0104] 6. Checking and adding clickTarget: Provider 8
may also want to control the window in which the landing
page is displayed. This can be achieved by supporting a
“clickTarget” argument similar to the clickTAG in the Flash
movie. As this is a non-standard feature, Provider 8 may
wish to ensure that all the advertisers do not have to change
their ad inventory to adhere to this feature and therefore
Provider 8 may wish to augment most of the existing Flash
files to support this feature.

[0105] 7. Checking for infinitely looping animations: This
check may implemented by executing the SWF file and
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noting any writes to the display device being performed by
the flash player after the maximum allowed animation
duration. This technique may be extended to perform checks
for networking calls, sound etc. Provider 8 may also simu-
late user 10 actions like mouse click and check for support
for clickTAG.

[0106] Animated GIF: hnageMagik library may be used
for this purpose. The two most frequently encountered
problems with animated GIFs are the flashing and jiggling
image ads. Both of these types of ads generally have small
delay parameters and that aspect can used to mark some
subset of ads as safe.

[0107] 1. Flashing/Flickering Images: The ads under this
category consist of frames with rapidly changing contrast
and color scheme. Such ads may be detected by checking for
same content in different frames and noting the intensity of
color changes between different frames.

[0108] Flashing images generally have the same set of
objects in all the frames and only the colors (and luminosity)
of the objects vary across the frames. Specifying a compari-
son parameter based on the delays between the frames
eliminates the most annoying images. For instance, a com-
parison parameter of a delay of less than 0.5 seconds
between all the frames gives a high probability the image
turns out to be an annoying one.

[0109] A Provider 8 may also identify similar frames in
the animation which are at a distance of one frame from each
other. The identification may be based on the observation
that the animations which have some kind of flashing effect
have similar frames interspersed with frames where either a
new object appears in the picture or the color of an object
present in the picture changes. Both of these can essentially
be considered as sharp changes in the colors between the
frames.

[0110] Provider 7 may first identify similar frames with a
frame in between them and then compare the interspersed
frame with one of the similar frames. The contrast change
per pixel may be computed, as may the frequency at which
this change occurred. The CIE 1976 color-difference for-
mula may be used for measuring the perceived color differ-
ence between two images.

[0111] The algorithm can be enhanced by taking into
account factors such as spatial distribution of colors, color
changes along the edges, masking and other idiosyncrasies
of the Human Visual System (HVS).

[0112] 2. Jiggling Images: Jiggling ads are animations
with every frame containing the same object but at slightly
different positions, giving the impression of a jiggling
object. In many of these ads, it might turn out that frames
actually use the same image against a constant background
but at different page offsets. These ads may be detected by
doing a pixel-by-pixel match. If the frames are simply
translations of a single image, the Fast Fourier Transform
(FFT) coeflicients of the frames are same. Another technique
is to match the images by aligning the borders of the object
contained in the image.

[0113] For jiggling animations which are created by
changing the page offsets of the same image can be easily
detected by comparing the actual frames used in the anima-
tion. Other jiggling ads consist of frames which are different
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images laid out at (0,0) page offset. In some of these ads, the
jiggling object is laid against a transparent background. In
such cases, each frame may be cropped to remove these
transparent pixels and then compare the cropped images.

[0114] Techniques based on Fast Fourier Transforms
(FFT) also perform well for jiggling animations. The FFT
coeflicients for all the frames may be computed. Then the
sum of absolute difference (SAD) of the coefficients may be
computed. For the jiggling images, this difference is closer
to zero as the frames mainly involve translation. To offset the
effect of the illumination level in the image, the Provider
may apply the threshold on SAD relative to the absolute sum
of the coeflicients of one of the frames. This technique can
be made more robust by using Mellin-Fourier Transform.

[0115] For detecting strobing and moving objects in gen-
eral, the Provider 8 may compute motion vectors and check
whether there are a group of them pointing in the same
direction. The Provider 8 may use a block based motion
vector algorithm. To capture features sufficiently well in a
block, large blocks of size 12 or more may be used. To avoid
the problems of wrong alignment of the blocks, overlapping
blocks may be used. Another technique is to use the methods
for tracking optical flow in OpenCV library. Another tech-
nique would be to trace object movements in Flash through
the transformations that are applied to the objects in subse-
quent frames. If an object is translated or scaled by a
significant amount between frames, it would indicate the
presence of strobing.

[0116] Static Images: Provider 8 may wish to check for
poor quality images and layout problems in the static
images.

[0117] 1.Layout Problems: The Provider 8 may extract the
border from the image and check whether the border has a
sharp edge boundary or occupies a large part of the image.
The edges of the bounding box of the image may first be
identified by scanning along each edge of the image and
finding the first line parallel to that edge which does not
match it. These lines constitute the bounding box of the
image. Then a check for whether the edges of the bounding
box correspond to edges in the original image may be made
by computing the gradient along the edges. If the image has
edges matching the bounding box or if the bounding box is
very small compared to the original image, the image may
be rated as having layout problems.

[0118] 2. Image Quality: A no-reference based quality
assessment may be used. In such a type of assessment, there
is no “ideal” image to compare the quality of the given
image. Under such exemplary approach, the Provider 8 may
determine some image quality metrics (IQMs), such as the
and evaluate the given image on these IQMs. Also, OCR
techniques may be employed to extract text from images. In
addition to the text extraction, it may also be used to assess
image quality. For ads which are supposed to contain text, if
the OCR cannot decipher any meaningful text from the
images, the document may be rated and/or rejected as having
a low quality image.

[0119] A Provider 8 may also compare parameters speci-
fied such to detect images intended to trick a user 10. Some
ads may contain text boxes, drop downs, and buttons which
are not functional and are just present as images. A Provider
8 could use edge/corner detection techniques for detecting
the presence of these objects in images.
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[0120] Ifa document is flagged or otherwise not approved
based on its characteristics (e.g., if the ad contains undesir-
able actions such as flashing or jiggling), the document may
be passed to one or more evaluators for human review. The
document may be later approved after a number of human
reviewers approve the document.

[0121] In block 380, the document, ratings, and approval
or rejection status is passed, e.g., to the Provider 8.

[0122] 1t will be appreciated to those skilled in the art that
the acts described may be performed by hardware, software,
or a combination thereof, with or without human interven-
tion, as may be embodied in one or more computing systems
such as a server 2 system coupled to entities such as
providers, evaluators, databases, and end users 10. Further,
it should be appreciated that not all of the blocks must be
accomplished. For instance, in one embodiment, the method
may begin at block 310 and end at block 370. Also, it is not
necessary that the action(s) of each block be performed in
the order shown in FIG. 3. Any order of performance may
be considered.

[0123] FIG. 3b is a flow chart illustrating an exemplary
method for rating or approving or rejecting a Flash ad
according to an embodiment of the invention.

[0124] In block 300, a Flash ad document may be
received. By way of example, the Flash ad in this example
is a game where the user 10 must use a mouse to play the
game.

[0125] Inblock 310, the document may be processed (e.g.,
automatically). The strings _xmouse and _ymouse are
checked for in the disassembled file. The strings are found
and the document is rated as an annoying ad or rejected.

[0126] Inblock 320, the document, rating, and/or rejection
status is passed, e.g., to the Provider 8.

[0127] FIG. 3¢ is a flow chart illustrating an exemplary
method for approving or rejecting a flashing animated GIF
document according to an embodiment of the invention.

[0128] In block 300, an animated GIF document may be
received. By way of example, the animated GIF document
is a flashing animation.

[0129] Inblock 310, the document may be processed (e.g.,
automatically). The delays between the frames is checked
and found to be 0.2 seconds between all the frames. This
determined delay is then compared against a comparison
parameter of a delay of 0.5 seconds. Because the determined
delay is found to be less than the comparison parameter, the
document is found to be a flashing ad and is rated as a
flashing ad or rejected.

[0130] Inblock 320, the document, rating, and/or rejection
status is passed, e.g., to the Provider 8.

[0131] FIG. 3d is a flow chart illustrating an exemplary
method for rating or approving or rejecting a static image
document according to an embodiment of the invention.

[0132] In block 300, a static image may be received. By
way of example, the static image is an image of a cola can
with a surrounding border.

[0133] Inblock 310, the document may be processed (e.g.,
automatically). The border is extracted from the image and
the percentage of the image occupied by the border is
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determined. It is found that the border occupies 50% of the
image. The 50% value is compared against the comparison
parameter of 30%. Because the determined value (50%) is
greater than the comparison parameter (30%), the document
is found to have a layout problem and the document is rated
as an annoying ad or rejected.

[0134] Inblock 320, the document, rating, and/or rejection
status is passed, e.g., to the Provider 8.

[0135] Tllustrative User Interface and Results

[0136] FIG. 4a depicts an exemplary image advertisement
document 1 according to an embodiment of the invention.
The image ad 1 may comprise a banner ad, another ad that
can be displayed on a web page, or another graphical
advertisement that can be displayed via an electronic means.
The image ad 1 shows specific images 1A, ad text 1B, and
one or more links 1C. The specific images 1A comprise a
film projector and images of a DVD, VHS, and digital film
container. The text 1B comprises an advertisement message,
e.g., a description of a product or service, a suggestion to a
potential customer, and/or other advertising text. The link
1C may comprise a link to another document, such as the
advertiser’s web page URL (or portion thereof). For
instance, the link 1C may comprise an embedded hypertext
link, and the embedded link may be associated with the link
1C displayed in the image of the document 1. In some
embodiments, selecting (e.g., clicking on) the displayed
URL or other link while viewing the document 1 (e.g., in a
web browser) may direct the viewer’s mechanism for view-
ing documents (e.g., web browser) to the content associated
with the link (e.g., the advertiser’s web page).

[0137] The document may have various types of content.
For instance, the document may have words, images,
sounds, and other information, as well as functions or
programs, which may dynamically produce words, images,
sounds, and other information. Each document may have
different amounts of various types of content, such as sexual
content, violent content, drug or alcohol-related content,
financial content, adult-related content, child-related con-
tent, and other content.

[0138] The document 1 may explicitly display the link 1C.
Also, the link 1C may be embedded in the document (e.g.,
in the programming of the document) or a portion thereof
such that the link 1C is not visible. Here, selecting (e.g.,
clicking on) the document 1, an image 1A, text 1B, or
another portion of the document may direct a user’s 10
document viewing mechanism to the linked document(s).
The document 1 itself, images 1A, and text 1C may also
comprise one or more links 1C. For instance, an ad that
advertises a plurality of products may comprise a link for
each product, wherein selecting (e.g., clicking on) an image
1A, icon 1A, or text 1B relating to a specific product may
direct a web browser (or other document viewing mecha-
nism) to a page at a merchant’s site associated with the
specific product (or to another document). The document 1
may rapidly change colors, involve streaming audio or video
not initiated by the user 10, or other actions that may be
considered by the Provider 8 to be annoying or otherwise
undesirable.

[0139] The document may have various types of content.
For instance, the document may have words, images,
sounds, and other information, as well as functions or
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programs, which may dynamically produce words, images,
sounds, and other information. Each document may have
different amounts of various types of content, such as sexual
content, violent content, drug or alcohol-related content,
financial content, adult-related content, child-related con-
tent, and other content.

[0140] FIG. 4b depicts several sequential frames 10, 20,
30, 40, 50, 60, 70, 80, 90, 110,120 of an exemplary video
advertisement document 500 (which is a jiggling ad) accord-
ing to an embodiment of the invention. The frames 10, 20,
30, 40, 50, 60, 70, 80, 90, 110,120 depict a can of cola 11,
21, 31, 41, 51, 61, 71, 81, 91, 111, 121 that is translated at
different positions within the frames 10, 20, 30, 40, 50, 60,
70, 80, 90, 110, 120 so that when the frames are displayed
sequentially, the can of cola 11, 21, 31, 41, 51, 61, 71, 81,
91, 111, 121 appears to jiggle in the video advertisement
document 500. Frame 10 depicts a can of cola 11 standing
upright, frame 20 depicts a can of cola 21 standing tilted
slightly to the right, frame 30 depicts a can of cola 31
standing upright again, frame 40 depicts a can of cola 41
standing tilted slightly to the left, and the sequence begins
again at frame 50. The invention would detect this ad as
annoying and in one embodiment flag the document such to
inform the Provider 8 that the ad needs to be examined. In
another embodiment the invention would automatically
reject the ad.

[0141] FIG. 4c¢ depicts an exemplary image advertisement
document 1 (which is a static ad) according to an embodi-
ment of the invention. The image ad 1 shows an image of a
cola can 2 and a border 6 around the image. The image ad
1 has poor layout; specifically, the sizing of the ad results in
a large area being occupied by the border 6 of the ad 1. An
embodiment of the invention would detect this layout prob-
lem and inform the Provider 8 that the ad needs to be
examined. In another embodiment the invention would
automatically reject the ad.

[0142] FIG. 5 depicts an exemplary document 1 according
to an embodiment of the invention. FIG. 5 depicts a docu-
ment providing on a monitor, to the Provider 8, rating and
approval/rejection information regarding an ad. The docu-
ment ad 3 being rated and approved or rejected is provided
to the Provider 8. Ratings provided include a content rating
5, action rating 7, link rating 9, aggregate rating 11, and
approval/rejection status 13.

[0143] Tt should be understood that the server, processors,
and modules described herein may perform their functions
(e.g., comparing a document to specified parameters and/or
determining rating information) automatically or via an
automated system. As used herein, the term “automatically”
refers to an action being performed by any machine-execut-
able process, e.g., a process that does not require human
intervention or input.

[0144] The embodiments of the present inventions are not
to be limited in scope by the specific embodiments described
herein. For example, although many of the embodiments
disclosed herein have been described with reference to
image ads, the principles herein are equally applicable to
other documents, such as websites. Indeed, various modifi-
cations of the embodiments of the present inventions, in
addition to those described herein, will be apparent to those
of ordinary skill in the art from the foregoing description and
accompanying drawings. Thus, such modifications are
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intended to fall within the scope of the following appended
claims. Further, although the embodiments of the present
inventions have been described herein in the context of a
particular implementation in a particular environment for a
particular purpose, those of ordinary skill in the art will
recognize that its usefulness is not limited thereto and that
the embodiments of the present inventions can be benefi-
cially implemented in any number of environments for any
number of purposes. Accordingly, the claims set forth below
should be construed in view of the full breath and spirit of
the embodiments of the present inventions as disclosed
herein

What is claimed is:
1. A computer-implemented method of approving a docu-
ment, comprising:

comparing the document to one or more criteria; and

determining whether the document contains an element
that is substantially identical to one or more of a visual
element, an audio element or a textual element that is
determined to be displeasing.

2. The method of claim 1 further comprising making an
approval or disapproval determination based on the deter-
mining act.

3. The method of claim 1 wherein the visual element,
audio element or textual element were determined to be
displeasing based on human input.

4. The method of claim 1 wherein the visual element,
audio element or textual element were determined to be
displeasing automatically.

5. The method of claim 1, wherein the act of comparison
comprises determining whether the document contains com-
puter code that may generate an action that is substantially
identical to one or more actions determined to be displeas-
ing.

6. The method of claim 5, wherein the act of determining
comprises determining whether the document contains delay
parameters of lower magnitude than a delay parameter
determined to be pleasing.

7. The method of claim 5, wherein the act of determining
comprises determining whether the document contains com-
puter code that results in the downloading of one or more
video documents without initiation by the user.

8. The method of claim 5, wherein the act of determining
comprises determining whether the document comprises
computer code downloads one or more audio documents
without initiation by the user.

9. The method of claim 5, wherein the act of determining
comprises determining whether the document comprises
computer code that downloads one or more video or audio
documents without initiation by the user.

10. The method of claim 5, wherein the act of determining
comprises determining whether the document comprises
computer code that downloads one or more video and one or
more audio documents without initiation by the user.

11. The method of claim 5, wherein the act of determining
comprises determining whether the document comprises
computer code that obtains data from sources other than the
document itself.

12. The method of claim 5, wherein the act of determining
comprises determining whether the document comprises
computer code that opens network connections.
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13. The method of claim 5, wherein the act of determining
comprises determining whether the document comprises
computer code that loops greater than a number previously
designated for comparison.

14. The method of claim 5, wherein the act of determining
comprises determining whether the document comprises
computer code that includes simulated random number
generation.

15. The method of claim 5, wherein the act of determining
comprises determining whether the document comprises
computer code that calls hardware that is substantially
identical to one or more types of hardware determined to be
displeasing.

16. The method of claim 15, wherein the one or more
types of hardware comprises a computer mouse.

17. The method of claim 15, wherein the one or more
types of hardware comprises a game controller.

18. The method of claim 1, wherein the act of comparing
comprises comparing an image of the document with quality
values determined to be pleasing.

19. The method of claim 18, wherein the one or more
quality parameters comprises a degree of definition of a
border boundary of a visual content of the document.

20. The method of claim 18, wherein the one or more
quality parameters comprises an extent that a border bound-
ary of a visual content of the document occupies a visual
content of the document

21. The method of claim 1, wherein the act of comparing
comprises comparing a frame of an image of the document
change contrast rate with a change contrast rate determined
to be pleasing.

22. The method of claim 1, wherein the act of comparing
comprises comparing a color change rate of a frame of an
image with a color change range determined to be pleasing.

23. The method of claim 1, wherein the act of comparing
comprises comparing a rate at which an image of a docu-
ment translates with a rate of translation determined to be
pleasing.

24. A system for approving a first document, comprising:

a comparison module that compares one or more charac-
teristics of the first document being evaluated with at
least one parameter; and

a determination module that determines whether the docu-
ment contains an element that is substantially identical
to one or more of a visual element, an audio element or
a textual element that is determined to be displeasing.

25. A computer-implemented method of rating a docu-

ment, comprising:

comparing the document to one or more criteria;

determining whether the document contains an element
that is substantially identical to one or more of a visual
element, an audio element or a textual element that is
determined to be displeasing; and

rating the document based on the comparison result.
26. The method of claim 25, further comprising:

displaying the rating of the document.
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27. A computer-implemented method of rating a docu-
ment, comprising:
comparing the document to one or more criteria;
determining whether the document contains an element
that is substantially identical to one or more of a visual

element, an audio element or a textual element that is
determined to be displeasing; and
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designating the document for review based on the com-
parison.

28. The method of claim 1, further comprising:

displaying the approval or rejection status of the docu-
ment.



