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(57) ABSTRACT

Content-targeted ads are served with e-mail messages, such
as HTML e-mail messages by (i) having the document

publisher include a unique content identifier in the content,
(ii) having a client device pass the unique content identifier
to a content-relevant ad server in a content-relevant ad
request, and (iii) having the content-relevant ad server use
the unique contend identifier to identify previously regis-
tered content for purposes of determining content-relevant
ads. In the content-relevant ad server, multiple ads may
compete for desired ad attributes (e.g., relative position on
a page) or features. An arbitration process may be used to
chose and/or order the ads. By having the client device pass
the unique content identifier to the content-relevant ad server
when it needs the ads, ads can be chosen and generated all
at the time the user reads (or more generally “opens”) the
e-mail document. This permits up-to-date ad information to
be used when serving ads. User actions with respect to
served ads may be tracked by (i) using an ad image to
display ads in the document, and (ii) using an image map
(included in the document originally served) to monitor user
behavior with respect to an ad served in a document. All the
information about the ad impression may be encoded in a
unique identifier, which is returned, along with the ad image.
The ad image and unique identifier may be provided to a
client device. When a user selects an ad, this unique iden-
tifier may be returned to the ad server. A position of an image
map clicked may also be returned to the ad server. The
returned unique identifier and image position may be used to
allow the ad server to determine which ad was selected.
Thus, the unique identifier permits a selection to be matched
with a previous ad serve.
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SERVING CONTENT-TARGETED ADS IN E-MAIL,
SUCH AS E-MAIL NEWSLETTERS

RELATED APPLICATION

[0001] This application claims benefit to U.S. Provisional
Application Ser. No. 60/509,164, titled “SERVING CON-
TENT-TARGETED ADS IN E-MAIL, SUCH AS E-MAIL
NEWSLETTERS,” filed on Oct. 7, 2003, and listing Alex-
ander Paul Carobus, Alex Roetter, and Ben Davenport as the
inventors. That application is expressly incorporated herein
by reference. The scope of the present invention is not
limited to any requirements of the specific embodiments in
that application.

BACKGROUND OF THE INVENTION
[0002] 1. Field of the Invention

[0003] The present invention concerns advertising. In par-
ticular, the present invention concerns expanding the oppor-
tunities for advertisers to target their ads.

[0004] 2. Related Art

[0005] Interactive advertising provides opportunities for
advertisers to target their ads to a receptive audience. That
is, targeted ads are more likely to be useful to end users since
the ads may be relevant to a need inferred from some user
activity (e.g., relevant to a user’s search query to a search
engine, relevant to content in a document requested by the
user, etc.) Query keyword relevant advertising has been used
by search engines, such as the AdWords advertising system
by Google of Mountain View, Calif. Similarly, content-
relevant advertising systems have been proposed. For
example, U.S. patent application Ser. Nos. 10/314,427
(incorporated herein by reference and referred to as “the
’427 application”) titled “METHODS AND APPARATUS
FOR SERVING RELEVANT ADVERTISEMENTS?, filed
on Dec. 6, 2002 and listing Jeffrey A. Dean, Georges R.
Harik and Paul Bucheit as inventors, and 10/375,900 (incor-
porated by reference and referred to as “the 900 applica-
tion”) titled “SERVING ADVERTISEMENTS BASED ON
CONTENT,” filed on Feb. 26, 2003 and listing Darrell
Anderson, Paul Bucheit, Alex Carobus, Claire Cui, Jeffrey
A. Dean, Georges R. Harik, Deepak Jindal and Narayanan
Shivakumar as inventors, describe methods and apparatus
for serving ads relevant to the content of a document, such
as a Web page for example. Some embodiments of the 900
application use embedded information and/or instructions,
such as IFRAMEs or JavaScript for example, to insert ads
into documents that are difficult to analyze (e.g., crawl and
cache) in advance, such as dynamically generated Web
pages, Web pages that are changed or updated often, etc.

[0006] Serving content-targeted ads in e-mail newsletters
is a potential source of a large number of additional quality
page-views for advertisers. As shown in FIG. 1, in a
networked environment 100, a publisher 110 can publish a
document 115, such as an e-mail newsletter, and distribute
it to client devices 120/130 of end users. An instance of the
document 124/134 may be read by an e-mail reader 122
(e.g., Outlook from Microsoft Corporation, etc.) residing on
a client device 120, and/or by a browser 132 (e.g., Internet
Explorer, Netscape, Opera, etc.) residing on a client device
130 and accessing a Web-based e-mail server 140, also
referred to as a proxy e-mail client (e.g., Hotmail, Yahoo-
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Mail, etc.). A content-relevant ad server 150, such as those
described in the *427 and 900 applications, may be used to
serve ads relevant to content found in documents such as
e-mails. The facilities and/or components described may
communicate with one another via one or more networks
160, such as the Internet for example. The content-relevant
ad server 150 may include ad information 155 which is used
to target the ads to particular concepts or topics. As shown
in FIG. 2, a set 280 of one or more ads 285 may be inserted
into the documents, such as e-mail newsletters.

[0007] The Sprinks service offered by “About” of New
York, N.Y. allows advertisers to insert ads targeted to topics
from a predetermined lists in e-mail using dynamically
generated images with client-side image maps and cookies.

[0008] U.S. patent application Ser. No. 10/452,830 (incor-
porated herein by reference and referred to as “the °830
application”) titled “SERVING ADVERTISEMENTS
USING INFORMATION ASSOCIATED WITH E-MAIL”,
filed on Jun. 2, 2003 and listing Jeffrey A. Dean, Georges R.
Harik and Paul Bucheit as inventors describes methods and
apparatus for serving ads relevant to information in e-mail
documents. The °830 application describes many alternative
ways of serving ads with e-mail, including using applica-
tions on a sender client device, a recipient client device, a
Web-based e-mail server, etc. In any event, the ads are
targeted to relevance information (e.g., concepts, topics,
etc.) that may be extracted from the content of (or other
information derivable from) the e-mail.

[0009] Regardless of the system used to serve ads with
e-mail, such as e-mail newsletters, it may be desirable to (i)
obtain e-mail content information so that useful, content-
relevant, ads may be served, and (ii) provide ads in a format
that can be rendered on and supported by a wide variety of
e-mail clients/readers, or at least prevalent e-mail clients/
readers. This may be challenging since many, if not most, of
the more popular Web-based e-mail clients strip out
IFRAMEs and JavaScript. This may preclude some of the
methods and apparatus described in the 900 application
from being used to serve dynamic HTML ads.

[0010] Although some ad serving systems have a billing
scheme based on the number of impressions, advertisers
often want to be billed for served ads only when such ads
produce a desired outcome. For example, advertisers may
want to be billed per ad selection, or per conversion, or
based on some other measurable notion of ad performance,
rather than per impression. Moreover, some ad serving
systems, such as Google AdWords, may use some perfor-
mance parameter of ads in determining whether and/or how
to serve ads. This allows such ad serving systems to serve
more useful ads, or to serve more useful ads more promi-
nently. Accordingly, it may be desirable to track user actions
with respect to a served ad.

SUMMARY OF THE INVENTION

[0011] The present invention describes methods, appara-
tus and data structures to meet one or more of the following
challenges: (i) how to obtain content of (or content infor-
mation from) documents like e-mail newsletters, particularly
if such documents have certain code, such as JavaScript and
IFRAMES, removed when viewed; (ii) how to serve a
content-relevant ad request; and (iii) how to track user
actions (e.g., selection, conversion, etc.) with respect to a
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served ad, and convey the observed user actions back to the
ad served, all across a number of popular e-mail clients/
readers.

[0012] The present invention may provide tools for docu-
ment (e.g., e-mail newsletter) publishers to register their
content (which may be required in order to target the ads to
the content).

[0013] The present invention may be used to serve con-
tent-targeted ads with e-mail messages, such as HTML
e-mail messages, and may do so without needing to use
IFRAMESs or JavaScript. The present invention may do so
by (i) having the document publisher include a unique
content identifier in the content, (ii) having a client device
pass the unique content identifier to a content-relevant ad
server in a content-relevant ad request, and (iii) having the
content-relevant ad server use the unique contend identifier
to identify previously registered content for purposes of
determining content-relevant ads. In the content-relevant ad
server, multiple ads may compete for desired ad attributes
(e.g., relative position on a page) or features. An arbitration
process (e.g., an auction) may be used to chose and/or order
the ads. By having the client device pass the unique content
identifier to the content-relevant ad server when it needs the
ads, the present invention permits ads to be chosen and
generated all at the time the user reads (or more generally
“opens”) the e-mail document. This permits up-to-date
(fresh) ad information to be used when serving ads, deter-
mining features (e.g., relative positions) of ads, billing for ad
serving, etc.

[0014] Finally, the present invention may track user
actions with respect to served ads. The present invention
may do so by (i) using a dynamically generated (or cached)
ad image to display ads in the document, and (ii) using an
image map (that may have been included in the document
originally served) to monitor user behavior with respect to
an ad (e.g., to handle clicks on an ad) served in a document,
such as an e-mail. The present invention may also encode all
the information about the ad impression in a unique identi-
fier (e.g., a cookie), which is returned, along with the ad
image. The ad image and unique identifier may be provided
to a client device. When a user selects (e.g., clicks on) an ad,
this unique identifier may be returned to the ad server. A
position of an image map clicked may also be returned to the
ad server. The returned unique identifier and image position
may be used to allow the ad server to determine which ad
was selected. That is, the unique identifier permits a selec-
tion (or some other observed user action) to be matched with
a previous ad serve (also referred to as a session).

[0015] The image including ads may be generated from
HTML on the server-side.

[0016] The present invention may use a cookie as the
unique identifier. In the context of e-mail served as a part of
a newsletter, the present invention may set the cookies on a
path that contains a unique per-newsletter ID. This may be
used to ensure that a browser will only return the cookie that
is relevant for a selection of (or conversion associated with)
that ad. Instead of using cookies, the present invention may
maintain a server-side cache containing the same informa-
tion.

BRIEF DESCRIPTION OF THE DRAWINGS

[0017] FIGS. 1 and 2 illustrate an environment in which
the present invention may be used.
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[0018] FIG. 3 illustrates using an image map, such as a
client-side image map, to determine ad selection.

[0019] FIG. 4 is a block diagram of exemplary apparatus
that may be used to perform various aspects of the present
invention.

[0020]

[0021] FIG. 6 is a messaging diagram illustrating exem-
plary operations of an exemplary embodiment of the present
invention.

FIG. § illustrates exemplary image ads.

DETAILED DESCRIPTION

[0022] The present invention may involve novel methods,
apparatus, message formats and/or data structures for a
content-relevant advertising system. The following descrip-
tion is presented to enable one skilled in the art to make and
use the invention, and is provided in the context of particular
applications and their requirements. Various modifications
to the disclosed embodiments will be apparent to those
skilled in the art, and the general principles set forth below
may be applied to other embodiments and applications.
Thus, the present invention is not intended to be limited to
the embodiments shown and the inventors regard their
invention as any patentable subject matter described.

[0023] In the following, exemplary techniques for permit-
ting document (e.g., e-mail newsletter) publishers to register
their content, or information concerning their content, are
described in § 4.1. Exemplary techniques for serving ads and
tracking user actions with respect to served ads are described
in § 4.2. Exemplary apparatus that may be used to perform
various aspects of the present invention are described in §
4.3. Finally some conclusions about the present invention
are provided in § 4.4.

§ 4.1 Content Registration

[0024] 1In one embodiment of the present invention, pub-
lishers may publish each issue of the newsletter to a separate
public URL which is crawlable by a system such as some of
those described in the *427 and *900 applications. Consistent
with at least some of the embodiments described in the *427
and *900 applications, ads are served on Web pages. The
URL of the Web page is passed in the impression request,
and it is used to retrieve content of the Web page. Some, but
not all, newsletters may be published at URLs where they
can be crawled.

[0025] Alternatively, or in addition, the present invention
may provide a Web interface which allows publishers to
register their content. For example, the publisher can enter
a URL which points to the content which will be published.
Alternatively, or in addition, the publisher can paste the
content directly into the Web interface. Whichever method
the publisher chooses, the Web interface may provide the
publisher with code (e.g., a snippet of HTML) to insert into
its newsletter to facilitate the serving and/or tracking of ads.

[0026] In one embodiment of the present invention, the
Web interface may immediately display examples of the ads
likely to appear with the document. The Web interface may
also allow the publisher to block individual ads. Such
features provide publishers with a set of tools to facilitate a
rich set of controls over ads to be served with their docu-
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ments. The interface may include other tools to enable the
publisher to control various aspects of ads to be served on
their document(s).

[0027] Once registered, content may be handled in differ-
ent ways, some of which may depend on how the content
was registered by the publisher. For example, URL-based
newsletters may be treated like any other content published
on the Web, and may be crawled using a system such as
some of those described in the *427 and *900 applications.
In one embodiment of the present invention, the crawled
content may drop out after a period of time (e.g., every two
to three weeks) and may be re-crawled as needed. However,
some documents might not be able to be provided with
content-relevant ads immediately if they need to be crawled
first. To avoid this, a special HTTP proxy may be provided
to allow such a document (e.g., Web page) to be retrieved.
In such a case, the code (e.g., HTML snippet) inserted into
the document may simply reference the URL on the news-
letter.

[0028] In contrast to URL-based newsletters, e-mail and
Web interface content should not be dropped from a reposi-
tory. Otherwise, it could be lost permanently because it
might not be possible to crawl (or re-crawl) it. A separate
repository or index may be provided for such content. Since
this content will likely not be able to be crawled, it may be
kept for a longer period of time (e.g., about six months). In
one embodiment of the present invention, a single base_in-
dexer, which will have content directly fed into it, may be
provided. In this embodiment, the e-mail content may be
provided with a special, easily identifiable, dummy URL. A
new globally unique identifier (GUID) may be generated,
and the newsletter may be added to the repository, keyed by
the dummy URL:

[0029] http://emailcontent.google.com/<publisher-id>/
<GUID>

[0030] For a particularly long newsletter with different
sections concerning different topics or concepts, the pub-
lisher might want to serve different sets of ads inline with
one or more of the different sections of content. This would
be easy to accomplish, and could even be facilitated through
the Web interface. For example, the publisher could simply
paste the content sections in separate text boxes, and be
provided with a different snippet (and globally unique
identifier) (GUID) for each section. This will result in being
able to serve more highly-targeted ads per e-mail document,
without double serving.

[0031] Tt is believed that some publishers will not want to
have to go to a Web interface for every issue of their
newsletter in order to get a new snippet. For newsletters that
don’t change more often than once a week (e.g., weekly
newsletters, biweekly newsletters, monthly newsletters,
quarterly newsletters, etc.), it should be acceptable to pro-
vide the publisher a single, static, HTML snippet per news-
letter. Content refresh could be triggered by an automated
e-mail address, run by the ad server, which is subscribed to
the newsletter. In such an embodiment, if a user opens an
older e-mail, they might receive ads targeted to content in
the most current e-mail newsletter issue, rather than the
content in the opened e-mail newsletter issue. However, this
should be an acceptable risk, particularly if the content of a
series of weekly newsletters is related to common topics or
concepts. This may become unacceptable for more frequent
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newsletters, such as daily newsletters, particularly if the
topics or concepts of the content changes.

[0032] Alternatively, or in addition, the present invention
may provide an e-mail interface by which publishers can
register their newsletter content. Publishers may be provided
with a web interface through which they can sign up for
serving content-relevant ads in e-mail. To serve content-
relevant ads, the publisher may insert an HTML snippet (or
some other executable code) in the body of the e-mail. They
may get this snippet initially either from a representative of
the content-relevant ad server or through a self-service web
interface. The publisher should use a different snippet for
each different newsletter they wish to send out. However,
once they have a snippet for a particular newsletter, they do
not need to get a different one (unless they wish to change
the ad format).

[0033] The publisher may also be given a registration
e-mail address of the following form: newsletter-register+
{ENPCID} @google.com. Each e-mail address of this form
is for use only by a particular publisher. The ENPCID value
in the e-mail address may be an ENcrypted version of the
Publisher’s Client ID which will allow the content-relevant
ad server to validate incoming e-mails.

[0034] The publisher should subscribe the registration
e-mail address to the newsletters that they wish to serve ads
in. They may also send messages to this address by hand in
order to preview ads that will or may be targeted to the
content of the newsletter before sending the newsletter to all
subscribers.

[0035] All mail to registration e-mail addresses may flow
into the newsletter-register@google.com mailbox. The mail-
box may then pass it to a mail filter. The mail filter may read
the body of the e-mail, parse the HITML, and find one or
more of the inserted HTML snippets in the body of the
e-mail. The mail filter may then validate that the snippets are
well-formed. It may also validate that the client-id in the
snippet matches the decrypted version of the ENPCID value
in the e-mail address.

[0036] The ENPCID value is essentially a shared secret
between the content-relevant ad server and the publisher.
The publisher’s use of the ENPCID value serves as proof
that the publisher is in fact who they say they are, and helps
prevent malicious mischief. A revocation list of ENPCID
values may be used, so that in the case one is compromised,
the publisher can simply be provided with a new one. The
old one can be add to the revocation list. Any mail using an
ENPCID value on the revocation list is to be ignored.

[0037] The mail filter may read two other fields from the
snippet: a CUID (content unique identifier) and an issue ID.
The CUID should stay constant for a given newsletter, but
the issue ID should be inserted by the publisher and is
unique for different issues of the newsletter. The mail filter
may use the CUID and the Issue ID to build a fake URL
which is used as a key for the content of the e-mail. More
specifically, the mail filter may append the content of the
e-mail, keyed by this fake URL, to inserting the content of
the e-mail into a repository that may be used by the
content-relevant ad server. If new mail is received which has
a CUID and Issue ID which are already in the repository, the
existing content may be over written. This allows the
publisher to send multiple versions of the newsletter during
a testing process.
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[0038] For a particularly long newsletter with different
sections having different content, the publisher might want
to serve different sets of ads inline with each different
section of content. One embodiment of the present invention
supports this. More specifically, the publisher can delineate
multiple independent sections of the content to be targeted
by enclosing them in the special start/end tags.

[0039] When multiple content sections are present, they
may be matched, one-to-one, with the ad snippets present
(ie. ad spot 1 may be targeted to content section 1, and so
forth.).

[0040] Having described various techniques for register-
ing content of documents such as e-mail newsletters, various
techniques for serving content-relevant ads and are
described in § 4.2 below.

§ 4.2 Serving Ads and Tracking User Actions with
Respect to Served Ads

§ 4.2.1 Serving Ads

[0041] Since most, if not all, Web e-mail providers strip
out all IFRAME tags and Javascript, some of the techniques
for serving content ads described in the *900 application will
not work with e-mail newsletters. Furthermore, it is difficult
to insert any HTML into the body of the e-mail dynamically,
at view time, while still supporting a wide array of e-mail
clients (including web mail). To avoid these problems, one
embodiment of the present invention serves ads as mono-
lithic images (such as portable graphics network (PNG)
images for example), generated dynamically on a content-
relevant ad server or some other server.

[0042] Clicks may be handled either through a server-side
image map (See, e.g., the article, Patrick Corcoran, “Piecing
Together Server-Side Image Maps,”WebMonkey (Sep. 25,
1996) available at

[0043] http:H/hotwired.lycos.com/webmonkey/html1/96/
39/index2a.html (incorporated herein by reference).) or a
client-side image map (See, ¢.g., the article, Patrick Corco-
ran, “Client-Side Image Maps,”WebMonkey (Oct. 2, 1996)
available at http://hotwired.lycos.com/webmonkey/96/40/
index2a.html (incorporated herein by reference).). Client-
side maps may be more useful in applications, such as
Hotmail for example, that do not support using server-side
image maps because Hotmail rewrites all URLs in e-mail in
order to redirect through their own server, and the extra
parameters appended to the URL by the server-side map
protocol causes their redirect server to malfunction. FIG. 3
illustrates a document 310 including content 320 and an
image 330 with different shape areas, each of which corre-
spond to different ads, as well as a cursor 340. An image map
350 may be used to determine a location 370 of the cursor
340 and whether or not a user selects (or otherwise acts on)
one of the shape areas 360.

[0044] Using client-side maps may require (i) image ads
with a static layout, and (ii) filling the same number of ad
slots. In such cases, the content-relevant ad server may
backfill empty ad slots with charity ads. Further, in such
cases, if there are any elements in the design of the ad format
that change size or move around, they might not be sup-
portable with a client-side map. This is because once the
format of a client-side image map has been designed and
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made public (e.g., inserted as code into a document e-mailed
or published), it may be difficult to modify. Furthermore, if
there are layout modifying changes to the client-side image
map, such changes should be made to a copy of the
document with a new name and a new identifier.

[0045] In one embodiment of the present invention, the
following HTML snippet is given to the publisher for its
newsletter:

<map name="“google_ ad__map_ KX6hVSUhHerfm2B6XnGmhg”>
<area shape=“rect”
href=“http://www.googleimageads.com/pagead/imgclick/
uRKegAPASSESS cptqbhQ4A?pos=0&client=ca-foobar” coords=
“6,3,228,56”>

<area shape=“rect”
href=“http://www.googleimageads.com/pagead/imgclick/
uRKegAPASSESS cptqbhQ4A?pos=1&client=ca-foobar” coords=
“240,3,462,56”>

</map>

<img sre=“http://www.googleimageads.com/pagead/ads?url=some-
url&output=png&cuid=uRKegAPASSESScptqbhQ4A”
usemap=“#google_ad_ map_ KX6hVSUhHerfm2B6XnGmhg”>

[0046] This will result in an image ad that looks like that
shown in FIG. 5.

[0047] The first four parts of the snippet, namely,

<map name="“google_ ad__map_ KX6hVSUhHerfm2B6XnGmhg”>
<area shape=“rect”
href=“http://www.googleimageads.com/pagead/imgclick/
uRKegAPASSESS cptqbhQ4A?pos=0&client=ca-foobar” coords=
“6,3,228,56”>

<area shape=“rect”
href=“http://www.googleimageads.com/pagead/imgclick/
uRKegAPASSESS cptqbhQ4A?pos=1&client=ca-foobar” coords=
“240,3,462,56”>

</map>

[0048] define a client-side image map. The middle two
parts define two rectangular area shapes, one with upper left
and lower right corners at coordinates {6,3} and {228,56},
respectively, and the other with upper left and lower right
corners at coordinates {240,3} and {462,56}, respectively.
The area of the first area shape is defined as “pos=07, while
the area of the second area shape is defined as “pos=1".

[0049] The last part of the snippet, namely,

<img sre=“http://www.googleimageads.com/pagead/ads?url=some-
url&output=png&cuid=uRKegAPASSESScptqbhQ4A”
usemap=“#google__ad__map_ KX6hVSUhHerfm2B6XnGmhg”>

[0050] serves to (i) point to the source of the image, and
(ii) point to the client-side image map just described above.
More specifically, the source of the image is at the address
http://www.googleimageads.com/pagead/ads?url=some-

url&output=png&cuid=uRKegAPASSESScptgbhQ4A. The
output format is an “output=png” image. The image source
also includes the unique content identifier “cuid=
uRKegAPASSESScptgbhQ4A”, the use of which is
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described later. (“CUID” stands for “content unique-id.”)
Finally, this code points to the client-side image map using
the

[0051]
“google_ad_map_KX6hVSUhHerfm2B6XnGmhg”
string to relate it to the map name.

[0052] The messaging diagram of FIG. 6 illustrates how
this exemplary embodiment may include code 635, and in
particular snippet 635, in an e-mail document 630 residing
on a client device 620. The code 635/635' may have been
inserted in the e-mail document 630 by the e-mail document
publisher, for example during a registration process such as
those described in § 4.1 above.

[0053] At viewing time (e.g., when a user opens an
e-mail), the above HTML snippet causes the client device
(e.g., a browser or e-mail application) to make a request for
an ads image to www.googleimageads.com. The request
may actually include the entire path

[0054] http://www.googleimageads.com/pagead/ads?url=
some-url&output=png&cuid=

uRKeg APASSESScptqbhQ4A. This request goes to (e.g., a
front-end of) a content-relevant ad server. In one embodi-
ment, the front-end of the content-relevant ad server passes
the request to a back-end, using the URL passed in the
request. Referring again to the messaging diagram of FIG.
6, when the user opens an e-mail (Event 640), the client
device 620 may submit a content relevant ad request 650 to
a content-relevant ad server 610. As shown, the request 650
may simply be the image source 655 from the snippet 635'
originally in the e-mail document 630.

[0055] The content-relevant ad server may use the unique
content identifier (e.g., specified by the “cuid=
uRKeg APASSESScptqbhQ4A” part of the request) as a key
to look up previously registered content, or at least relevance
information (e.g., topics, concepts, etc.) associated with the
previously registered content. The content-relevant ad server
610 may then user such previously registered content, or
relevance information associated with it, to determine rel-
evant ads. The content-relevant ad server 610 may use
techniques such as those described in the *427 application
and/or the 900 application, both introduced above, to deter-
mine one or more ads relevant to the content of the e-mail
630 document. The relevant ads may be scored using one or
more of price information, performance information, adver-
tiser quality information, etc. Attributes (e.g., positions) of
the ads may be determined using the determined scores.

[0056] The content-relevant ad server may then format the
ads determined (e.g., obtained from a back end) to HTML
using the specified ad format (468x60 in this example).
Since the ad request that was generated using the HTML
snippet that set the output=png option, instead of returning
the HTML ads, the content-relevant ad server returns a PNG
image. The PNG image may have been generated from the
HTML ads on the server-side, as described in § 4.2.3 below.
With the image of the one or more ads, the (e.g., front-end
of the) content-relevant ad server may also return a session
identifier (e.g., a cookie). If a cookie is used, it may look like
the following.
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S t-Cookie:ImgAd=MAP=CmFEIBhADGN4BIDUqGGhOdHA6Ly93d3
cuZGI2ZWxvZGAILmNvbTISQWRIaGIEMnBTXzhmemIVSTNzOD Yt
QnpJRGADSXRDAzZfM2VBd05 YKFNRXctUEZBODFMUKFDRU
FtVOFBCnkISAEQAxjeASA1Ki90dHRwOI8VY2h YXBjYXIp YmIIYW
4uY29tL3NWZWNpPY WxzL ANWZWNp Y WxzL mNmbTI8QXFmX19
EMnBTXzhmemIVSTNzODYtQnpJREVESy1CZ3B6WKNFd051Yk
expires=Mon, 25-Aug-2003 23:51:35 GMT;
path=/pagead/imgclick/uRKeg APASSESScptqbhQ4A;domain=
googleimageads.com

[0057] The value of the MAP parameter in this exemplary
cookie is a compressed, Base64-encoded binary data incor-
porated the following fields for each region:

parsed message ImageClickRegion {
required int32 left = 1;
required int32 top = 2;
required int32 width = 3;
required int32 height = 4;
optional string url = 5;
optional string clickstr = 6;

parsed message ImageAdCookieProto {
repeated message<ImageClickRegion> region = 1;
¥

[0058] The protocol buffer is a list of rectangular regions
in the ads image. The protocol buffer may also define a
redirect URL (e.g., an ad landing page) and clickstring (if
any) for each of the rectangular regions.

[0059] Referring once again to the messaging diagram of
FIG. 6, in an exemplary embodiment, the content-relevant
ad server 610 can send a content relevant ads image (e.g., a
PNG image), along with a session identifier (e.g., a cookie
such as that abbreviated in 665), to the client device 620 as
indicated by message 660.

[0060] Note that the bounding rectangle information in the
cookie may be used in the case of a server-side map
implementation. It is not required with a client-side image
map—a parameter that specifies a numerical index is
obtained instead.

§ 4.2.2 Tracking User Actions with Respect to Ads

[0061] When the ads image is selected (e.g., clicked), the
user device will go to one of the URLs defined in the
client-side map. The (e.g., front end of the) content-relevant
ad server may be used to choose the correct redirect URL
using the “pos=" parameter in the URL defined in the
client-side image map. Pursuant to the selection of the ad,
the client device may also send some indication of the user
action with respect to an ad and a session identifier (e.g., a
cookie) back to the content-relevant ad server. For example,
referring once again to FIG. 6, in response to a user action
event 670, the client device 620 sends back an indication of
the user action with respect to an ad, as indicated by message
680. Since the path set on the cookie (in this example,

[0062] “pagead/imgclick/uRKegAPASSESScptqbhQ4”)

matches the click URL path, the cookie 685 may be sent
along as well. As can be appreciated by comparing message
content 655 and message content 665, the cookie path in
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message 665 may be set by the content-relevant ad server
610 using the “cuid=" parameter in the image request 6585.
That is, the CUID should match the GUID in the paths of the
click URLs. Finally, the content-relevant ad server 610 may
provide a redirect URL (used for directing the user’s
browser to a landing page associated with the selected ad) to
the client device 620 as indicated by message 690.

[0063] The GUID on the path may be used to ensure that
the client device browser will only return a cookie for the
current newsletter, rather than having the browser send all
the cookies that may have been set for impressions on
various newsletters. The GUID on the path may also be used
to ensure that ads sent by different publishers or by the same
publisher in different newsletters will not interfere with each
other’s cookies. In one embodiment of the present invention,
each publisher may have a GUID defined per newsletter
issue and the cookie may be set on the domain googleim-
ageads.com. This may be used to ensure that no google.com
cookies are received on a click request, which may be used
to enforce a policy of not linking content-ad clicks to
google.com cookies. A domain (googleadservices.com)
which allows cookies on content-relevant ads may be used
for conversion tracking. However, it may be difficult to reuse
this domain because some browsers impose a cookie limit
(e.g., of 30 cookies) per domain, and reusing the domain
might unnecessarily reduce either service’s cookie limit.

[0064] In one embodiment of the present invention, since
the image URL is fixed, and cannot contain a “random="
parameter that is set at view time, the (e.g., front end of the)
content-relevant ad server may set all possible headers to
keep the browser from caching the image.

[0065] The exemplary cookie scheme described above
works with the Hotmail and Yahoo Mail Web-based mail
servers, using the Internet Explorer and Mozilla browsers. If
a P3P header acceptable to Internet Explorer is set, it also
works in Outlook, and Outlook Express. Taken together, this
covers a large percentage of existing e-mail clients in terms
of number of users. Even if the foregoing exemplary cookie
scheme does not work with some e-mail clients, such as
clients with cookies turned off, it should not otherwise
adversely affect the recipient of the newsletter.

[0066] Other schemes for determining user actions, such
as those described in U.S. patent application Ser. No.
10/653,899 (incorporated herein by reference) titled “SYS-
TEMS AND METHOD FOR DETERMINING USER
ACTIONS,” filed on Sep. 4, 2003, and listing Alex Roetter
and Deepak Jindal as inventors (Attorney Docket No. 0026-
0040) may be used instead of, or in addition to, the tech-
niques described above.

§ 4.2.3 Image Ad Generation

[0067] In a refined embodiment of the present invention,
e-mail publishers are provided with flexible formatting for
ads, such as that available to Web publishers, by using the
HTML produced by any template to directly generate an
image on the server side. For example, a facility (e.g., a
separate server) may be provided with an HTML document.
The facility may use the HTML document to generate an
image (e.g., PNG image), along with a list of (rect, URL)
pairs which correspond to all anchors (clickable regions) in
the document (collectively referred to as an “image ad”).
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[0068] Inanembodimentin which the facility is a separate
server, (e.g., the front-end of) the content-relevant ad server
may exchange information with one or more separate serv-
ers. When the content-relevant ad server receives a request
with “output=png,” it may first handle the request normally
as if it were going to output HTML. Then, instead of
returning the HTML to the client, it may pass it to a separate
server. The separate server may then generate an image ad
and return it to (the front end of) the content-relevant ad
server, which returns it to the client device. When the user
clicks on an image ad, (e.g., the front end of) the content-
relevant ad server may handle the image click request by
decoding which ad was clicked on and redirecting it to a
click handler.

§ 4.2.3.1 Image Ad Generation Performance
Enhancements

[0069] In the foregoing example, the separate server
always generates an image ad for each request. However, the
image ads returned may be cached. A fingerprint of the
HTML itself may be used as the key to the cache entry, but
the following considerations should be met. Since the click-
strings in the HTML are always unique, the entire HTML,
by itself, would never produce any hits to the image ad
cache. One way to avoid this problem is to strip the
clickstrings out of the HTML. Another way is to use a
fingerprint based on the exact list of ad creative-ids and the
name of the format (the format HTML and the creative text
for a given creative ID are both immutable).

[0070] The number of newsletter ad impressions is
expected to be higher by orders of magnitude than the actual
numbers of newsletters sent out. Since all of the ad impres-
sions for a single newsletter share the same content, the
number of distinct sets of ads generated per newsletter will
typically be bounded by some small number, which will
increase slowly over time as budgets expire. Generally, a
higher number of ad slots results in a higher number of
combinations. Since there is some asymptotic ceiling on the
number of combinations, the higher the number of impres-
sions, the better the expected cache hit rate. Thus, caching
image ads should greatly improve performance, at least in
the newsletter market. Given the expected high cache hit-
to-miss ratio, serving image ads in newsletters should not
place high throughput demands on the separate server.

[0071] Since the vast majority of requests hit the cache,
the latency requirements for newsletter ads should not be a
problem. A latency of a 500 ms might be acceptable, since
that might only apply to 1 in 200 pageviews. However, much
better performance (approximately 140 ms latency for the
separate server to render a set of ads) is expected. Load
testing on a single content-relevant ad server using a single
separate server indicates that the separate server as written
(single-threaded) can handle seven (7) content ad render
requests/sec, and its median latency is 115 ms, with 99% of
requests taking less than 140 ms.

§ 4.2.4 Detecting Ad Selection and Measuring
Performance

[0072] Cookies may be detected using the following tech-
niques. The first time a user gets a newsletter with the ads,
the image may look for a cookie set on the googleimagea-
ds.com domain that consists of GoogleCookieTest=1. If it is



US 2005/0076051 Al

found, the ad may be served normally. If not, the Google-
CookieTest cookie may be set and the browser may be
redirected to a different url that may then check for the
cookie again. If the cookie is present, the ad image may be
sent. Otherwise, whitespace may be served. In fact, in any
error situation on the image request, a transparent GIF may
be served.

§ 4.2.5 Alternative Embodiments

[0073] A first alternative embodiment uses some combi-
nation of Javascript and/or IFRAMES. This alternative is
advantageous in that everything works just like a Web page.
Unfortunately, however, some popular Web-based e-mail
servers such as Hotmail and Yahoo strip both of these.

[0074] A second alternative embodiment is simply to
insert ads at the time the e-mail is sent (or before). For
example, the publisher can make XML requests at newslet-
ter generation time for each recipient and embed ads in the
text of the newsletter. This alternative lets the publisher
format the ads anyway they want. Unfortunately, however,
this may be unweildy or impossible for low-tech publishers.
Further, there may be problems with accounting for ads sent
to users that never look at them. That is, an ad may be
inserted to an e-mail that is never opened. Furthermore, with
this scheme, information used when serving and/or ranking
ads may be stale by the time the ads are rendered. For
example, an impression may occur after an advertiser has
already closed their account or reached some budget limit.

[0075] In a third alternative embodiment, publishers could
send the email through the provider of content-relevant ads.
The provider could insert images and/or html into the e-mail
and send it on to users. Since the provider of the content-
relevant ads can access the content of the e-mail newsletter,
this alternative advantageously removes the need for e-mail
publishers to register their newsletters. However, from the
perspective of the provider of content-relevant ads, this
alternative adds the responsibility of sending a lot of e-mail.
This alternative also forces publishers to use the content-
relevant ad service as their e-mail delivery provider.

[0076] Rather than use a client-side image map, a server-
side image map may be used. As discussed above, such an
alternative may cause problems when used with some Web-
based e-mail servers that use redirects. There are alternative
variants on using a server-side image map. In these variants,
an image for the ad is created, and as the x,y positions of
clicks are received, they are mapped to the ad that was
selected.

[0077] 1In a GUID-per-recipient variant of the server-side
image map, the publisher provides a global unique identifier
for each recipient that can be used to identify the impression
for a click. Unfortunately, however, publishers need to know
how to add a GUID, and must be willing to do so. These
GUIDs will have to be merged in to each recipient’s
message as it is sent. Moreover, a cache of GUID-to-ads
mappings (with a very long time-to-live) needs to be main-
tained. Furthermore, this variant might not work for recipi-
ents of newsletters who are themselves mailing lists with
multiple subscribers. That is, this variant might not work
when recipients of the newsletter start forwarding it to others

[0078] In an IP address variant of the server-side image
map, the IP address of the e-mail recipient is used as a
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GUID. This relieves the publishers of needing to add a
GUID. Unfortunately, however, users coming through prox-
ies could get the wrong ad on a click. Moreover, like the
GUID-per-recipient variant described above, a cache of
GUID-to-ads mappings (with a very long time-to-live) may
need to be maintained.

§ 4.3 Exemplary Apparatus

[0079] FIG. 4 is high-level block diagram of a machine
400 that may perform one or more of the operations dis-
cussed above. One or more such machines 400 may be used
as a content-relevant ad server, a separate server, client
devices, etc. The machine 400 basically includes one or
more processors 410, one or more input/output interface
units 430, one or more storage devices 420, and one or more
system buses and/or networks 440 for facilitating the com-
munication of information among the coupled elements.
One or more input devices 432 and one or more output
devices 434 may be coupled with the one or more input/
output interfaces 430.

[0080] The one or more processors 410 may execute
machine-executable instructions (e.g., C or C++ running on
the Solaris operating system available from Sun Microsys-
tems Inc. of Palo Alto, Calif. or the Linux operating system
widely available from a number of vendors such as Red Hat,
Inc. of Durham, N.C.) to effect one or more aspects of the
present invention. At least a portion of the machine execut-
able instructions may be stored (temporarily or more per-
manently) on the one or more storage devices 420 and/or
may be received from an external source via one or more
input interface units 430.

[0081] In one embodiment, the machine 400 may be one
or more conventional personal computers. In this case, the
processing units 410 may be one or more microprocessors.
The bus 440 may include a system bus. The storage devices
420 may include system memory, such as read only memory
(ROM) and/or random access memory (RAM). The storage
devices 420 may also include a hard disk drive for reading
from and writing to a hard disk, a magnetic disk drive for
reading from or writing to a (e.g., removable) magnetic disk,
and an optical disk drive for reading from or writing to a
removable (magneto-) optical disk such as a compact disk or
other (magneto-) optical media.

[0082] A user may enter commands and information into
the personal computer through input devices 432, such as a
keyboard and pointing device (e.g., a mouse) for example.
Other input devices such as a microphone, a joystick, a game
pad, a satellite dish, a scanner, or the like, may also (or
alternatively) be included. These and other input devices are
often connected to the processing unit(s) 410 through an
appropriate interface 430 coupled to the system bus 440. The
output devices 434 may include a monitor or other type of
display device, which may also be connected to the system
bus 440 via an appropriate interface. In addition to (or
instead of) the monitor, the personal computer may include
other (peripheral) output devices (not shown), such as
speakers and printers for example.

CONCLUSIONS

[0083] The embodiment of the invention that uses client-
side image maps and cookies has a number of advantages.
Cookies are an effective way of matching an ad click to a
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particular ad impression. Since it is difficult, if not impos-
sible, to add HTML into the e-mail body at view-time, and
ad impression cannot be determined with certainty until
view-time, the cookie is useful in matching a user action,
such as a click, with the impression. Another possible
solution would be for every instance of the newsletter sent
out (i.e. one instance per recipient), to include a different
globally unique ID. This alternative has the disadvantage of
needing to keep track of millions of these GUIDs for
indefinite periods of time. This alternative would also be
much more inconvenient for the newsletter publisher, since
it would have to request a new HTML snippet for each
recipient. With the cookie, no state about the impression
needs to be stored on server-side.

[0084] In the embodiment described above, the only infor-
mation obtained from the cookie when the user performs a
click is information that was already available when the ad
impression was generated. There need not be any personally
identifiable information in the cookie whatsoever, and the
cookie need not be linked to any other cookies. The cookie
need not live for more than an hour, or even less.

[0085] Although the ImgAd cookie could be a session
cookie, which is valid only within the constraints of a single
browser window, this may fail under certain conditions. For
example, if the user receives e-mail in Outlook or Outlook
Express, the ad click may open a second browser window,
and that browser window might not share the same session
cookies as the original window. Thus, instead of using a
session cookie, a cookie with a short expiration time
(approximately one hour) is preferred.

What is claimed is:

1. A method for determining content-relevant ads once an
e-mail document is rendered on a client device, the method
comprising:

a) providing, from the client device, a document identifier
in an ad request to a content-relevant ad server;

b) using, at the content-relevant ad server, content-rel-
evance information associated with the document iden-
tifier and ad information to determine a set of one or
more ads;

¢) generating an image including the one or more ads of
the determined set;

d) providing the generated image and a session identifier
to the client device;

¢) rendering, with the client device, the image in the
document;

f) detecting a user action with respect to the rendered
image; and

2) in response to the detection of the user action with
respect to the rendered image, sending the session
identifier and position information to the content-rel-
evant ad server.

2. The method of claim 1 wherein the document includes
image map information including image source information,
and wherein the image source information includes the
document identifier.
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3. The method of claim 1 wherein the document includes
image map information including image source information,
and wherein the image source information is a path includ-
ing the unique identifier.

4. The method of claim 3 wherein the path further
includes a URL of the content-relevant ad server.

5. The method of claim 1 further comprising:

h) updating, with the content-relevant ad server, ad infor-
mation using the sent session identifier and position
information.

6. The method of claim 5 wherein the ad information

updated includes billing information.

7. The method of claim 5 wherein the ad information

updated includes ad performance information.

8. Apparatus for determining content-relevant ads once an

e-mail document is rendered on a client device, the appa-
ratus comprising:

a) an input for accepting, from the client device, a
document identifier in an ad request;

b) using content-relevance information associated with
the document identifier and ad information to deter-
mine a set of one or more ads;

¢) generating an image including the one or more ads of
the determined set;

d) forwarding the generated image and a session identifier
to the client device,

wherein, the generated image and session identifier
include information which facilitates having the cli-
ent device send the session identifier and position
information to the content-relevant ad server in
response to the detection of the user action with
respect to the image as rendered on the client device.

9. The apparatus of claim 8 wherein the document
includes image map information including image source
information, and wherein the image source information
includes the document identifier.

10. The apparatus of claim 8 wherein the document
includes image map information including image source
information, and wherein the image source information is a
path including the unique identifier.

11. The apparatus of claim 10 wherein the path further
includes a URL of the content-relevant ad server.

12. The apparatus of claim 8 further comprising:

¢) updating, with the content-relevant ad server, ad infor-
mation using the sent session identifier and position
information.
13. The apparatus of claim 12 wherein the ad information
updated includes billing information.
14. The apparatus of claim 12 wherein the ad information
updated includes ad performance information.
15. A method for determining content-relevant ads once
an e-mail document is rendered on a client device, the
method comprising:

a) accepting, from the client device, a document identifier
in an ad request to a content-relevant ad server;

b) using content-relevance information associated with
the document identifier and ad information to deter-
mine a set of one or more ads;
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¢) generating an image including the one or more ads of
the determined set;

d) forwarding the generated image and a session identifier
to the client device; and

¢) accepting, from the client device, the session identifier

and position information.

16. The method of claim 15 wherein the document
includes image map information including image source
information, and wherein the image source information
includes the document identifier.

17. The method of claim 15 wherein the document
includes image map information including image source
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information, and wherein the image source information is a
path including the unique identifier.

18. The method of claim 17 wherein the path further
includes a URL of the content-relevant ad server.

19. The method of claim 15 further comprising:

f) updating ad information using the sent session identifier
and position information.
20. The method of claim 19 wherein the ad information
updated includes billing information.
21. The method of claim 19 wherein the ad information
updated includes ad performance information.
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